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ABSTRACT 

 

Over the last decades, computer and internet are being used everywhere. The People’s 

dependencies on internet are increasing day by day. People need services more than the 

mass data from internet. Cloud computing has developed as a new distributed computing 

model for providing services on demand with “pay as you use” basis. It aims to provide 

convenient, on-demand network access to a shared pool of configurable computing 

resources (e.g., networks, servers, storage, applications, and services). The security is a 

primary concern in cloud computing due to its distributed and open architecture. An 

intrusion detection system (IDS) plays an important role to protect or secure a computer 

system and its main goal is to monitor activities automatically and identify unusual 

access or attacks to the system. Detection of anomaly in data is a fundamental task of 

machine learning method. Machine learning techniques are capable to identify known as 

well as unknown attacks. 

 
We proposed IDS framework based on unsupervised and supervised machine learning 

methods on cloud platform. The unsupervised machine learning method is used to make 

clusters while the supervised machine learning is used for classifying attack types. 

Proposed IDS give flexibility to the user on cloud for IDS deployment. It can handle 

problem of single point of failure. We have conducted three experiments. In the first 

experiment, same labelled clusters of different cloud users are merged, while in the 

second experiment, all clusters of same cloud user are combined before applying 

supervised learning method. In the third experiment, we have simulated attack from on 

vm to another vm of cloud and executed proposed framework on it. The experimental 

result shows that the proposed model improves the ability of intrusion detection. 
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CHAPTER 1 

INTRODUCTION 

 
If a man will begin with certainties, he will end in doubts, but if he will be content to 

begin with doubts, he will end in certainties. 

- Francis Bacon (1561-1626), Advancement of Learning 

 

 
1.1 Need of Intrusion Detection System (IDS) 

 
With the advancement of latest trends and technology, a lessening in the cost of 

computer systems, tremendous growth of computer networks usage, and the increase in 

the number of applications running on top of it, WWW (World Wide Web) sites have 

gotten more refined. In 1992, Paul Linder and Mark McCahill made the Gopher tool 

that permits researchers to extract required information from different areas [1]. In 

1993 Marc Andreesen, founder of netscape developed a browser at the University of 

Illinois and the World Wide Web turned up into a public domain [2]. In 1994 shopping 

malls were presented on the Internet that specially made it possible to order pizza from 

Pizza Hut using online platform or by web based financial transactions [1]. 16 million 

was the quantity of associated individuals to the Internet in 1995 and was brought to 

2,937 million in 2014 [3]. 

 

With this fast development in the number of users connected to the internet, all 

organizations were accessible over the web. With a quick increment in the services 

provided over the Internet, the quantity of attacks on these services is also additionally 

quickened. Nevertheless, almost all computer systems are experiencing security 

vulnerabilities that are technically difficult as well as financially expensive for 

manufacturers. 
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Any act of settling for less confidentiality, integrity, or availability of a computer 

system is called Intrusion. 

 

'Vladimir Levin' is the first well-known Internet bank robber from Russia [1]. Albert 

Gonzalez stole the information worth 45.7 million payment cards of US retailer TJX's 

customers, which resulted in losing 256 million dollars [4]. In May 2014 Distributed 

Denial of Service (DDoS) attack was performed on Bank of China and the Bank of 

East Asia at a rate of 7.39 Gbps that denied the online services offered by these banks 

to legit customers. On 31st July 2015 customers of Royal Bank of Scotland, NatWest, 

and Ulster Bank were unable to access online bank services for about fifty minutes due 

to DDoS attacks [5]. 

 

Attack on online services always results in a huge loss of money and the reputation of 

organizations providing Internet-based services (i.e. online services). Figure 1.1 shows 

the average loss faced by top organizations of seven significant nations due to Internet-

based attacks in 2015. This loss includes investigation loss, detection, recovery, and 

after-effects [6]. The normal yearly expense of cybercrime attacks in the United States 

was 21.22 million 

U.S. dollars [7]. Figure 1.1 shows the price of cyber-attacks on firms of various 

countries, and Figure 1.2 shows the average yearly costs caused by cybercrimes 

worldwide up to August 2017, sorted by affected industries. In the meantime, cyber- 

attacks caused an average yearly loss of 18.28 million U.S. dollars for firms in the 

global financial services sector. Figure 1.3 shows the amount of monetary damage 

caused by cybercrime from 2001 to 2013 (in million U.S. dollars) reported to the IC3 

[8]. 
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Figure 1.1: Average annualized cost of cyber-attack on companies in selected countries 
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Figure 1.2: Average annual costs caused by global cyber crime 
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Figure 1.3: Amount of monetary damage caused by reported cybercrime to the IC3 

 

Because of wide spread of Internet services everywhere on the world, different kinds 

of security attacks are shooting up on the computing systems in an enormous amount 

day by day as it isn’t attainable to assemble a 100 % secure system. A firewall is 

utilized significantly as a security enforcement tool by all the organizations even 

though, it doesn’t ensure full security and a sophisticated attacker can break this 

barrier. In these conditions to know, how the attacker bypassed the security and what 

harm has been done to the system, Intrusion Detection System (IDS) is utilized by 

organizations as secondary security. 

 
 

1.2 Definition of IDS 

 
IDS can be defined as a device or software application that monitors network and or 

system activities for malicious activities or policy violations and produces reports to 

the management station or administrator [9]. 
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1.3 Types of IDS 

 
IDS is broadly classified into six types as shown in below figure. 

 

 

 

 

Figure 1.4 Types of IDS [43] 

 

 

1.3.1 Based on IDS installation 

 
IDS can be further classified as a Host Based Intrusion Detection System (HIDS) and 

Network-Based Intrusion Detection System (NIDS) based on the audit data source. 
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HIDS is utilized for detecting intrusion activity at the host side, while NIDS is utilized 

for detecting intrusion activity on the network side. Normally, the Detection Engine is 

passed sniffed packets from the network by NIDS. In comparison with HIDS, NIDS is 

not able to process encrypted packages but is able to capture data from the entire 

network rather than few hosts in case of HIDS. For distinguishing a complete attack, 

that is both host side and network side, IDS utilizes a hybrid approach. 

 
 

1.3.2 Based on detection method 

 
According to the principle of detection, IDS can be divided as detection of misuse and 

anomalies. In misuse detection, the goal is to identify a well-known attack while in 

anomaly detection, the goal is to identify an unknown attack. Various misuse detection 

techniques are, pattern matching mechanism where the pattern may be signature [10], 

protocol [11],  rule [12], state [8] [13] [14], system call [15] [16] and many more. On 

the other hand, to detect any anomaly, IDS models have normal behavior of the system 

and plays alarm if the current behavior of the system does not match with normal 

behavior [17] [18] [19] [20] [21] 

[22] [23] [24]. Anomaly detection techniques have key challenges like a huge number 

of false alarms, modeling the normal behavior of the system, and high detection time 

[17] [18] [19]. Existing IDS Snort [25], Bro [26], Suricata [9], AIDE [27], OSSEC 

HIDS [28], Prelude Hybrid IDS [29], and Samhain- HIDS [30] mainly focuses on 

misuse detection while dealing with anomalies as they returns large number false 

alarms. Various researchers are working on lessening the false trigger rate of existing 

IDS [43]. 

 

 
1.3.3 Based on IDS detection period 

 
According to the IDS detection period [31], IDS are further classified as Interval- 

Based and Real-Time Based IDS. In Interval-Based IDS, data is stored and processed 

in batches. IDS process each batch and play alarms in a likely manner [31]. 
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In Real-Time Based IDS, information is straightforwardly received by the IDS [31]. 

When the real-time response is crucial, Real-Time Based IDS is a decent decision 

when contrasted with Interval-Based IDS. However, in Real-Time Based IDS, if the 

detection speed is low then it starts dropping packet which results into increase in the 

false alarm rate of IDS [31]. 

 
 

1.3.4 Based on IDS placement 

 
 

Intrusion detection systems consist of some architectures like centralized or 

distributed. In centralized IDSs, the operations performed on the data are at a fixed 

number of locations, regardless of any number of hosts. Centralized IDSs can be 

benefited from all available audit data in order to form a decision [43]. However, they 

experiences three major problems: increased communication cost, poor scalability, and 

a single point of failure. By contrast, distributed IDSs analyze data at number of 

locations that are directly proportional to the number of monitored hosts. Two major 

approaches generally utilized are agent-based and bio-inspired. 

Agent-based IDSs such as [23] [24] [25] [26] make use of software entities (agents) 

that runs independently on various hosts in order to monitor various network activities. 

Each agent processes its data and integrates its results with the results of different 

agents in order to achieve global intrusion detection. The other lacking distributed IDS 

is inspired by biological systems like artificial-immune system [27] and particle-

swarms [28]. The self- organizing and distributed attributes of bio-inspired techniques 

plays major role in building fully distributed, autonomous, and highly adaptive 

intrusion detection systems [28]. 

 
 

1.4 IDS Measurement Parameters 

 
In IDS, data is considered as an input and classifies it as a normal or an attack. This 

data can be network traffic, system calls, commands, user behavior, system behavior,  
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and many more. With the help of detection algorithms, IDS divides the input as a 

normal or an attack and plays alarms accordingly. Below is the list of different alarms 

along with its meanings [32] : 

 

1. True Positive: The original input is an attack that is detected by IDS as an 

attack. 

 

2. True Negative: The original input is normal which is detected by IDS as a 

normal traffic. 

3. False Positive: The original input is normal which is detected by IDS as an 

attack. 

 

4. False Negative: The original input is an attack that is detected by IDS as a 

normal. 

 
The performance of IDS is measured by different parameters like accuracy, precision, 

recall, and F- score. These parameters help to evaluate the IDS and compare it with 

other IDS [33]. To calculate the parameters, the confusion matrix which is shown in 

Table-1.1 is used. On the basis of this confusion matrix, performance parameters are 

calculated using the following formulas. 

 
Table1.1 Confusion Matrix 

 

 

Accuracy, Precision, Recall and Fscore are calculated as follows [19]: 

Accuracy= (TP+TN) / (TP+TN+FP+FN) 

Precision=TP / (TP+FP)  

Recall = TP / (TP+FN)  

Fscore= (2*TP) / ((2*TP) + (FP+FN)) 
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1.5 Desirable Characteristics of IDS 

 
Following are the required characteristics of IDS [34] [35] [43]: 

 

1) Least Human Supervision: It must require minimum human supervision. 

2) Fault Resistant: It must continue operating even after a system failure. 

3) Recoverable: It must be recovered from the hardware or software crashes. 

4) Resistant to Attacker: It must periodically check itself to identify whether the 

attacker has modified his behavior or working style. 

5) Minimum Overhead: It should require minimum hardware resources so that it 

does not affect the normal operation of the system. 

6) Configurable: It must be able to configure as per the policy requirement of the 

organization. 

7) Updatable: It must be able to update itself by an automated process or by 

updates sent by a central authority. 

8) Accurate: It must have high accuracy. The number of false alarm rates should 

be low. 

9) Complete: It should be able to detect all the attacks. This is very difficult to 

characterize as it is not possible to know about the behavior of all the   

possible attacks. 

10) Timeliness: It must give quick response. 

 

 
1.6 Brief description of the state of the art of the research topic 

 
Cloud computing mainly focuses on providing more convenient, on-demand, network 

access to shared resources of configurable computing resources (e.g. networks, servers,  

storage,applications, and services), which can be quickly provisioned and sent with  
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minimum effort or service provider interactions [36][109]. Cloud delivers different 

types of services. 1) Software as a Service (SaaS) e.g. Microsoft Office 365, Google 

Apps [37] 2) Platform as a Service (PaaS) e.g. AWS Elastic Beanstalk, Google App 

Engine, Apache Stratos, Microsoft's Azure [38] and 3) Infrastructure as Service (IaaS) 

e.g. Amazon EC2, Google Compute Engine. Cloud can be deployed as a private, 

public, hybrid, or community cloud. 

 

Security and privacy of Cloud services are major problems to be addressed as they are 

provided by cloud service provider over the internet. International Data Corporation 

(IDC) carried out a survey on the challenges of cloud and concluded that security is the 

biggest challenge of Cloud computing [39]. Lockheed Martin Cyber Security division 

shows that the major security concern after data security is intrusion detection and its 

prevention in Cloud infrastructures [40]. Cloud infrastructure makes use of 

virtualization techniques, integrated technologies, and runs through standard Internet 

Protocols. These may draw attention of intruders to penetrate it. 

 

Cloud computing also experiences different types traditional attacks such as Denial of 

Service (DoS), Distributed Denial of Service (DDoS), IP spoofing, ARP spoofing, 

DNS poisoning, flooding, etc. E.g. DoS attack on the underlying Amazon Cloud 

infrastructure caused BitBucket.org, a site hosted on AWS to stay inaccessible for few 

hours [41]. Cryptographic methods are not suitable to be used for cloud because to its 

computing cost [42]. A firewall can be considered as a good option in order to prevent 

outside attacks but does not work for insider attacks [39]. Efficient intrusion detection 

systems (IDS) should be incorporated into cloud infrastructure to detect these attacks 

[48]. An intrusion detection system (IDS) monitors network traffic and also monitors 

any kind of suspicious activity and alerts the system or network administrator. Snort 

can be used as IDS but it uses a rule dataset and is not able to identify unknown 

attacks. Machine learning methods are used to detect known and unknown attacks. 

Back propagation neural network has a high detection rate and can also classify 

unstructured packet efficiently [43]. 
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1.7 Objective and scope of work 

 
1. To study security issues related to cloud computing. 

2. To study machine learning techniques for intrusion detection. 

3. To find suitable machine learning method to increase accuracy, to reduce false 

alarm and to reduce training time for intrusion detection. 

4. To design and implement intrusion detection system framework using machine 

learning techniques on cloud platform. 

5. To measure performance of implemented intrusion detection system. 

 

 
1.8 Original contribution by thesis 

 
As per the literature survey and experiments which are being carried out on intrusion 

detection system (IDS), the supervised machine learning method - Back Propagation 

Neural Network (BPNN) has high detection accuracy and it works for large dataset. It 

is also suitable for real rime traffic classification. But the peak in the response time of 

BPNN is a major issue. Due to high response time, the packet dropping rate will be 

increased and the false alarm rate of intrusion detection system will also be increased. 

This issue should be addressed before applying it to the cloud platform. To mitigate the 

problem of BPNN, we used the K-means clustering method. The K-means clustering 

method is first used to partition the training instances into k clusters using euclidean 

distance similarity. We have used the K-means clustering method to have disjointed 

smaller sub-spaces. 

Initially, we have divided training instances into two clusters, labeled with cluster 

attack and normal and dimensionally reduced dataset in form of clusters are assigned 

to the virtual machine of the cloud platform and finally we used BPNN classification 

method to classify attack types. We optimized the learning parameters of the Back 

Propagation Neural Network (BPNN). 
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The model BPNN consists of architecture and parameters. For a given architecture, the 

values of the parameters determine how accurately the model performs the task. The 

goal is to minimize the loss and thereby to find parameter values that match predictions 

with reality. This is the essence of training. Most of the researchers have presented IDS 

framework for cloud computing handled by either cloud provider or cloud user and 

IDS is generally placed at either cloud provider site or cloud user site. We have 

proposed an IDS framework wherein, the IDS activities have been carried out by both 

cloud provider and cloud user. 

 

1.9 Methodology of Research, Results / Comparisons 

 
We used a quantitative and exploratory approach for this research work. During the 

literature review, we referred to various research papers, patents, thesis, annual reports 

of market-leading companies like Cisco [44], and Symantec [26]. In addition to this, 

we installed snort [14], and Bro which are an open-source IDS and observed result of 

Snort IDS and Bro IDS. During this initial phase of the literature review, we found 

researchers had done work on snort IDS and Bro IDS but they are used for a known 

attack. Also we found research works on IDS using machine learning methods for 

detecting unknown attacks [43]. 

 
Therefore, our second phase of the literature review was mainly focused on IDS using 

machine learning techniques. We have implemented various machine learning methods 

on the intrusion dataset - KDD Cup 1999 to find suitable machine learning (ML) 

method as ML results highly depend on the dataset. After collecting results, we have 

decided to use the back propagation neural network as it gives better performance in 

detecting attacks. We  have optimized the parameters of the back propagation neural 

network (BPNN) after doing various experiments. BPNN takes much training time and 

testing time, and we need to run it on the cloud platform, so we have decided to make 

clusters of a dataset and assigned clusters on the virtual machine (VM) of the cloud.  

Finally we have executed BPNN to collect the results of intrusion detection using two 

different scenarios. 
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CHAPTER 2 

CLOUD COMPUTING 

This chapter introduces the basic concepts of cloud computing. At the beginning of the 

chapter, the basic definition, features, and historical steps towards cloud computing are 

discussed. Later, we have discussed various cloud deployment and service models. 

Based on the deployment of infrastructure, the cloud can be termed as private, public, 

or hybrid. Basic services provided by the cloud are IaaS, PaaS, and SaaS. We have 

conversed different IDS frameworks on the cloud platform. 

 

2.1 Introduction 

 
Cloud computing is a highly scalable and internet-based computing environment in 

which, the computing resources are provided in the form of services. Customers must 

pay according to the service usage. We can make a broad classification of cloud-based 

on deployment models and services offered by it. Various deployment and service 

models are described in sections 1.2 and 1.3. 

 
The NIST's definition of cloud computing states that "Cloud computing is a model for 

enabling ubiquitous, convenient, on-demand network access to a shared pool of 

configurable computing resources (e.g. networks, servers, storage, applications, and 

services) that can be rapidly provisioned and released with lesser management effort or 

service provider interaction" [108].  

 

According to the deployment model, a cloud can be termed as a private cloud, public 

cloud, and hybrid cloud. On the basis of services, the cloud can be categorized as IaaS,  

PaaS, and SaaS. Another interesting definition of cloud computing is, "Cloud  
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computing refers to both the applications delivered as services over the internet and the 

hardware or system software in the data centers that provide those services” [45]. 

 

2.1.1 Brief history of cloud computing 

 
Cloud computing is a kind of large distributed computing system in which, services are 

offered to users according to their demand [45]. A distributed system is a collection of 

independent computers that appears to its users as a single coherent system [46]. Three 

major milestones have led to the cloud computing paradigm: Mainframe systems-based 

computing, Cluster computing, and Grid computing. 

 

The Mainframe systems are examples of large computational systems having multiple 

processing units [45]. Mainframes are very powerful computers. They have large 

processing and I/O (input-output) capabilities. Mainframe based computing is an 

example of centralized computing. These kinds of systems were mostly used for batch 

processing. Higher reliability, fault tolerance, and transparency are some of the 

important features of mainframe systems. If any component of the mainframe system 

fails, no system shutdown is required. The failed component can be replaced without 

interruption [45]. 

 

Cluster computing was evolved as a low-cost alternative to mainframe-based systems 

or supercomputers [43] [47]. The advancements in technology offered us cheap and 

powerful commodity machines. These machines could be connected by high-speed 

networks. These machines can be controlled and managed by some standard tools as a 

single system. During the 1980s, cluster technology became the standard technology 

for parallel and high-performance computing. The cluster-based technology was 

cheaper compared to mainframe systems. The cluster computing model made it 

possible to do high-performance computing. The Condor [48], Parallel Virtual 

Machine (PVM) [49], and Message Passing Interface (MPI) are some of the well-

known software tools for cluster computing [50]. The main benefit of cluster  
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computing is that high-performance computing can be done via commodity hardware. 

Another major benefit is that hardware resources can be added to get more computing 

power.The concept of Grid Computing was introduced during the 90s as an evolution 

of cluster computing [51]. The concept of a computational grid is analogous to the 

power distribution grid. 

 

Users of the grid can access computational resources as a utility. Grid- based 

computing was initially developed to aggregate the geographically dispersed clusters 

using the Internet. These clusters owned by different organizations and arrangements 

were made among them to share the computational power. The various reasons behind 

development of grid based computing were, 

- Clusters were often under-utilized. 

- Requirement of computational power above the capacity of single cluster. 

- Due to the improvement in networking and the availability of the Internet, the 

long distance and high bandwidth connectivity are possible. 

- However, one of the major issues in the grid is the guarantee of QOS (Quality of 

Service) [7]. In Grid-based computing, there is a lack of performance isolation 

among users. It is difficult to execute time-critical applications in the grid. In the 

grid-based environment, compute resources have diverse configurations, runtime 

environments, and operating systems. Due to this, grid computing has less 

portability. 

 
Cloud computing is considered as the successor of Grid computing [45]. Cloud 

combines features of all the above-mentioned technologies. Computing clouds are 

deployed on large data centers hosted by a single organization. Clouds are 

characterized by the fact of having the virtually infinite capacity and being tolerant of 

failures [45]. Much of the time, the computing nodes that form the infrastructure of 

computing clouds are commodity machines as in the case of clusters. The services that 

are made available by a cloud vendor are to be consumed on a pay-per-use basis. 
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2.1.2 Advantages and desired features of cloud computing 

Some of the important characteristics and features of the cloud computing model are 

explained below: 

 
1. Self-Provisioning 

 
The Cloud Service Providers (CSP) offers off-the-shelf kind of cloud services to the  

customers. Cloud users have options to choose their required services to form a list of 

offered services. Customers are charged only for the services they use and the amount 

of time for which they use the service. Clients require internet connectivity to access 

any cloud service. A graphical dashboard mechanism is provided by the CSPs for easy 

management of services. e.g. Amazon AWS portal, Microsoft Azure portal, etc. 

 
2. Elasticity and Scalability 

 

The workload in a cloud environment is highly dynamic. As per the definition of cloud, 

scalability is an important and desired feature. Cloud users feel that an infinite amount of 

resources is available. Cloud service users can rapidly add or remove resources as per 

their requirements. Applications hosted under a cloud environment can easily meet 

resource requirements according to the changes in the workload. 

 
3. Higher Availability via Network Access 

 
Availability indicates the amount of time a particular service or resource is available for 

use. Cloud computing resources are offered in the form of services over the Internet. Due 

to this, users can access services from anywhere and at any time. Service providers take 

care of failure and recovery to achieve higher availability. 

 

4. Application Programming Interface 

 
CSP allows users to make modifications to services as per their requirements [32]. This 

can be done by the API provided by service providers.  
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Using this kind of interface, users can customize policies as per their requirements. 

 
5. Pay per Use Model 

 
Another important feature of cloud computing is a pay per use model, i.e. Users must pay 

only for the services they use and only for time they use those services. All CSPs provide 

their billing-related information. Public CSP gives several choices regarding their service 

offerings. Amazon provides EC2 services with different options like on-demand, 

reservation-based, or spot plan based [32]. 

 
6. Performance Monitoring and Measuring 

 
CSPs provide an interface by which users can view or monitor the performance of their 

resources or services. Monitoring will help cloud service users to optimize resource 

usage. This also helps service users to take some scaling related decisions. 

 
2.1.3 Challenges of Cloud Computing Paradigm 

 

Some of the primary challenges of cloud computing are described as below: 

 

1. Network Latency 

 

We know that cloud computing offers all services and resources in the form of services 

over the Internet. This increases availability, but the problem of network latency may 

occur. If the Internet speed of a cloud user is slow, he or she may notice some delay in 

accessing the service. 

 

2. Privacy and Security 

 

In a cloud environment, user data travels over a network and is stored in a system on 

which the user has no direct access or control.  
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Protection of information in terms of privacy, confidentiality, and loss of data must be 

handled properly by complying with the various security criteria and protocols. 

 

3. Legal (regulatory) Issues 

 

Cloud services are provided over the Internet. Users of cloud services may be from any 

part of the world. In this scenario, if you stage your cloud computing deployment 

across states and countries, one may end up having to comply with multiple 

jurisdictions. The laws of most regulatory agencies place the entire burden on the 

client. Thus, compliance to local regulations must be handled by cloud users [7]. 

 

4. Lack of Flexibility and Standardization 

 

Sometimes, the services offered by CSP do not provide an option for customization 

which reduces flexibility. There are several standards defined regarding cloud services 

[7]. However, in some area’s standardization is still on-going. 

 
5. Dynamic Provisioning of Services and Resources 
 

As per the cloud characteristics, services, and resources provided by the cloud are 

highly scalable and elastic. But the main issue is the dynamic provisioning of cloud 

resources based on requirements. The main questions to be answered are: how many 

resources should be provisioned and for how much time. Improper provisioning may 

cause wastage of resources which incurs more bills to a customer and poor resource 

utilization. 

 

2.2 Cloud deployment model 

 

Based on location, distribution, and ownership of the physical resources, a cloud can 

be classified into three main categories: private, public, and hybrid cloud [45]. 
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Figure 2.1 Cloud Deployment Models 
 

2.2.1 Private cloud 

 
In this kind of deployment, the cloud infrastructure is made available for a single 

organization. The physical infrastructure may be owned and managed by the same 

organization. The location of physical resources can be either on premise or off-

premise. A private cloud allows access to only authorized users. This model is suitable  

for organizations whose resource requirements are dynamic, critical, secured, and 

customized. The private cloud model helps an organization to better utilize its 

hardware resources [45]. The main disadvantages of this model are poor scalability and 

higher initial cost. There are several software frameworks available by which private 

cloud can be created like, Open Nebula, Open Stack, Azure, Eucalyptus, etc. 

 

2.2.2 Public cloud 

 
In the public deployment model, cloud resources are made available to the general 

public. CSPs (Cloud Service Providers) manage and own large amounts of physical  
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infrastructure in the data center. These resources are publicly shared among users 

across the world as per their demand. Users can access these resources, in the form of 

services (section 1.3). Public clouds can be composed of geographically distributed   

data centers. Some fundamental requirements in the public cloud are proper isolation 

among users, guarantee the quality of service, and provide management/monitoring 

mechanisms. A public CSP can offer any kind of service: infrastructure, platform, or 

software. Examples of pubic CSPs are Amazon, Microsoft, Google, HP, etc. The 

public cloud model has advantages like low capital cost, flexibility, higher scalability, 

location independence, etc. The possible disadvantages of this model are low security 

and less customization. 

 

2.2.3 Hybrid cloud 

 
In the hybrid deployment model, cloud infrastructure is composed of different types of 

resources (private and public). The private cloud is created using resources owned by 

organizations. However, in some situations, these resources may not be enough for 

handling the workload. In this case, private resources are combined along with 

resources provided by public CSPs. 

 

A Cloud formed by the combination of private and public infrastructure is called the 

hybrid cloud. The hybrid cloud provides scalability with the use of services provided  

by the public cloud. This model has benefits like more flexibility and scalability 

compared to the private cloud. However, this model requires more complex network 

configurations compared to the private cloud. 
 

2.3 Cloud Service Models 

 
As per the definition discussed earlier in the previous section, we can say that cloud 

computing offers everything in the form of services to its users. Users can select the 

required services and must pay only for selected services and for time they have used  
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those services. Based on services, we can classify cloud into three service models: 

Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a 

Service (SaaS). 

 

 

 

Figure 2.2 Cloud Service Model 

 

 
2.3.1 IaaS (Infrastructure as a Service) 

 
The IaaS is a kind of service which is at the lower most layer in the cloud stack. The 

role of the IaaS provider is to own and manage all IT infrastructures. IaaS Service 

providers maintain a large pool of hardware resources in the form of server machines, 

storage devices, networking elements, etc. in the data center. The IaaS internally uses 

the virtualization concept [45]. In a cloud environment, a software tool/framework is 

used to manage a large amount of physical and virtual resources. This tool is called the 

Virtual Infrastructure Manager (VIM). The basic description and features of VIM are 

described in section 2.2. 

 

Generally, IaaS provides services in the form of virtual machines, virtual storage, and 

other virtual resources. The IaaS service providers give direct access to physical 

infrastructure (via the hypervisor) to users in the form of Virtual Machines (VM).  
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The offered VMs may have their operating system or the users can install the operating 

system of his/her requirement [45]. Later, various runtime environments and 

applications are installed on VMs. Sometimes, pre-configured and ready to use 

appliances are also offered by service providers in form of VM images. Major IaaS 

service providers are Amazon EC2, Google Compute Cloud, HP, etc. Some of the 

benefits of IaaS are, 

1. Reduction in initial expenditure on purchase of IT infrastructure. 

2. Total cost of ownership of IT infrastructure related resources is reduced. 

3. Maintenance of hardware resources is done by a service provider. 

4. Application scaling is faster due to the auto-scaling mechanisms. 

 

2.3.2 PaaS (Platform as a Service) 

 

The PaaS model provides software environments using which a developer can create 

customized solutions/applications. Various platforms can be defined based on 

development language, application frameworks, etc. PaaS also gives access to the 

integrated development environment (IDE) in which applications can be created built 

and tested [45]. In some cases, IDEs are provided within the Internet browser. PaaS 

also provides the facility to automatically deploy applications in cloud infrastructure 

[45]. 

 
The users of PaaS (developers) design their systems in terms of applications. They are 

not concerned with the hardware (physical or virtual), operating systems, and other  

low-level services. PaaS solutions offer either the middleware for application 

development along with the infrastructure or simply the software which is installed on 

the user's premise. In the first case, the PaaS provider owns large datacenters where 

applications are deployed and executed. In the second case, only the middleware is 

provided. This middleware can be installed in a private cloud environment. 
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One of the most widely used PaaS offerings is Google App Engine (GAE) [45]. 

Developers can access the PaaS service of GAE by installing API in their IDE. 

Another well-known example of PaaS is force.com. Sometimes, an application may 

use specific facilities provided by the PaaS provider which may result in vendor 

locking. PaaS solutions help us reduce the costs involved in the development, 

deployment and management of applications [45]. 

 

2.3.3 SaaS (Software as a Service) 

 
SaaS-based software is developed using cloud services like infrastructure and platform. 

Once a SaaS application is developed, it is given to the end-user for access in the form 

of services. SaaS offers complete infrastructure, software, and solution as a service 

[45]. Generally, the SOA (Service Oriented Architecture) based approach is used in the 

development of SaaS-based applications. SaaS may be software that is deployed in the 

cloud and it can be accessed anywhere over the Internet mainly through the browser. 

Sometimes, SaaS-based solutions can become the replacement of local software e.g. 

Google Docs, Calendar, Zoho Office Suite, etc. Some SaaS-based solutions like 

salesforce.com also provide an API for developers by which some customization in the 

software can be done. The main features of the SaaS applications are, 

 

1. The software is available on-demand and over the Internet through a browser. 

2. Reduction in software distribution and maintenance cost. 

3. Provide features like the automated upgrade, update and patch management. 

4. Software licensing is subscription-based or usage-based. 

5. SaaS supports multiple users and provides a shared data model. 
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CHAPTER 3 

MACHINE LEARNING TECHNIQUES FOR 

INTRUSION DETECTION 

 
The purpose of the chapter is to brief the different machine learning techniques for the 

detection of intrusion activity. Supervised and Unsupervised Machine learning 

methods for intrusion detection have been discussed in section 3.1 and section 3.2, we 

selected back propagation neural network for classification of intrusion activity after 

experimenting, the result is shown in section 3.3 wherein, we have implemented 

different machine learning methods on intrusion dataset to find suitable and efficient 

supervised machine learning method for intrusion detection. 

 

 
3.1 Introduction 

Machine learning was introduced by Arthur Samuel in 1959 [52]. Tom Mitchell in his 

book titled Machine Learning provides a definition within the line of the preface: “The 

field of machine learning is concerned with the question of how to construct computer 

programs that automatically improve with experience”. Tom M. Mitchell gave a more 

formal definition of the algorithms studied in the machine learning field, "A computer 

program is said to be learned from experience E regarding some class of tasks T and 

performance measure P if its performance at tasks in T, as measured by P, improves 

with experience E. It gives computers the power to find out without being explicitly 

programmed [52]. In supervised learning, the instance is given with known labels (i.e. 

the corresponding correct outputs), whereas unsupervised learning is used if the  
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instances are unlabeled. By applying these unsupervised (clustering) algorithms, 

researchers are optimistic to find out unknown attacks, which are useful classes of 

items [44]. 

Another type of machine learning is reinforcement learning where the training 

information provided to the learning system by the environment (i.e. external trainer) is 

in the form of a scalar reinforcement signal that constitutes a measure of how well the 

system operates. It learns an agent using trial and error methods by using feedback 

from its own actions and experiences. 

 

The learner is unknown of which action one should take, as in most forms of machine 

learning, but instead it must find which actions will provide the most reward by trying 

them [53]. Several machine learning applications like gaming, industrial automation,  

and  robotics involve tasks that can be designed using reinforcement machine learning. 

 

3.2 Types of Machine Learning 

Machine learning methods are mainly categorized into two types: supervised learning 

and unsupervised learning. 

 

3.2.1 Supervised Learning 

A supervised learning algorithm is formed from a mathematical model which uses data 

that contains both, the input and the desired output, in which data is known as training 

data and consists of a set of training instances [16] . Each training instance has one or 

more inputs values and the desired output, which is also known as a supervisory signal. 

When some training instances do not have desired or targeted output then it’s the case 

of semi-supervised learning. In the mathematical model, each training instance is 

represented by an array or vector and therefore the training data by a matrix. 
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 By using the iterative optimization of an objective function, a supervised machine 

learning algorithm learns a function that can be used to predict the new unknown items 

[54]. An optimal function will allow the algorithm to determine the correct output for 

inputs that are not a part of the training data.An algorithm improves the accuracy of the 

desired output or predictions over time [17]. Supervised learning algorithms involve 

classification and regression [55]. 

 
Classification is used for predicting a label while regression is used for predicting 

quantity. Classification separates the dataset into multiple categorical values i.e. 

discrete values while regression separates the dataset into continuous real values. 

Similarity learning is an area of supervised machine learning closely related to 

regression and classification, but the main objective of it is to learn from training 

instances using a similarity function that measures how similar or related two objects 

are. 

 
3.2.1.1 Issues of supervised learning algorithms 

 

Humans learn from their past experiences but computers don’t have this ability. To use 

supervised or inductive machine learning, the main objective is to learn a target 

function in such a way that it can be used to predict the values of a class. 

 
The first step of supervised learning is to deal with the dataset. To perform better 

learning on the data set, an expert should give a far better suggestion on the selection 

of features. Feature selection method reduces the number of input variables of the 

dataset to improve the performance and to reduce the computational cost of learning 

model. It checks which features or input variables of the dataset have low variance, 

which features or input variables are highly correlated with the desired output. If the 

concerned expert isn’t in reach, then the other approach is to go with "brute-force", 

which means evaluate the impact of all features together.  
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However, a dataset collected by the "brute-force" method is not directly applicable to 

induce the desired output. Generally, a dataset contains noise and missing feature 

values, so it requires to perform preprocessing tasks [53]. So, the subsequent step is 

data preparation and data pre-processing. They're key functions in supervised machine 

learning. Different methods are introduced by different researchers to deal with the 

issues of missing data values. Hodge & Austin have presented a survey of 

contemporary techniques for noise detection [25]. 

 

Researchers have also discussed different outlier / noise detection techniques that are 

being used in different machine learning methods [26]. H. jair has compared six 

different outlier detection methods by experimenting on benchmark datasets [17]. 

 
3.2.1.2 Algorithm Selection 

 

This is the foremost important step during which the selection of algorithms is carried 

out for achieving the desired results. The algorithm evaluation is usually judged by the 

prediction accuracy. There are a variety of methods which are being used by different 

researchers to calculate classifier’s accuracy. Some researcher’s split the training set in 

such a way that two-thirds of the training set is retained for training a model and the 

remaining one-third is used for estimating performance of model. 

 

Cross Validation (CV) provides how to form a better use of the available samples. In 

the k- fold cross-validation scheme, we divide the learning samples into k disjoint 

subsets of the equal size, and a model is then learned by the learning algorithm from 

each sample k and finally its performance is determined for the test samples. The final 

performance is computed as the average performance over all k models. When k is 

equal to the number of objects in the training examples, then this method is called 

leave- one-out. Typically, smaller values of k typically from 10 to 20 are preferred for 

computational reasons [18]. 
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The comparison among different supervised machine learning methods can be done 

based on statistical comparisons of the accuracies of trained classifiers on specific 

datasets. To do so, we have to run multiple learning algorithms on samples of a 

training set of size N, estimate the difference in accuracy for every pair of classifiers 

on a large test set [53]. For data classification, a good number of methods have been 

developed and reviewed by researchers, like logical statistics-based techniques. In the 

next sections, we will precisely discuss the foremost important supervised machine 

learning techniques, starting with logical techniques [53]. 

 

3.2.1.3 Supervised Learning Algorithms 

 

Various supervised learning algorithms are discussed below. 

 
3.2.1.3.1 Decision Tree 

 
The Decision Tree induction is currently one among the foremost important supervised 

learning algorithms in ML [19] [56]. Quinlan has contributed through ID3 and C4.5 

algorithms in the Artificial Intelligence (AI) field. C4.5 is one of the most popular and 

efficient methods in the decision tree-based approach. C4.5 algorithm creates a tree 

model by using values of just one attribute at a time [9]. According to the authors [18], 

the decision tree induction, which was initially designed to solve classification 

problems, has been extended to solve single or multi- dimensional regression 

problems. 

 

The major benefits of decision trees are 1) produce intensive results, 2) easy  to 

understand and learn, 3) hold well-organized flowchart - like structure [57]. Decision 

Tree (DT) classifies instances by sorting the values of features, where every node in a 

decision tree represents a feature, each branch represents a value that the node can 

assume and leaf node represents a label [53]. Path from the root node of a tree to the 

lead node provides classification rules. Instances are classified starting at the root node 

and sorted based on their feature values.  
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1. For each attribute “a” 

2. Calculate information gain(IG) from splitting on attribute “a” 

3. Find the best “a”, attribute that has the highest IG 

4. Create a decision node, node that splits on the best of “a” 

5.  Recurse on the sub lists obtained by splitting on the best and add those 

nodes as children of node 

 

 

The feature that divides the training data in a best way will be the root node of the tree. 

There are different techniques to extract the features that divide the training data in an 

optimal way, such as information gain [10] and gini index [11]. Decision trees suffer 

from unstable structure i.e. minor change in the dataset leads to a large change in tree 

structure. Depth of the tree will also be increased with the increase in dataset size. 

Following pseudo-code shows steps to create a decision tree. 

 

 

General pseudo-code for building decision trees. 

 
3.2.1.3.2 Naive Bayes Classifiers 

 

Bayesian networks are widely used to solve classification problems. It differentiates 

multiple objects based on certain features of the dataset. Naive Bayesian Networks 

(NBN) are simple Bayesian networks, works on Bayes‟ Theorem which are composed 

of directed acyclic graphs with just one parent - representing the unobserved node and 

several children - corresponding to observed nodes with a strong assumption of 

independence among children nodes with the context of their parent [20]. It can be 

used for large dataset. The main problem of this classifier is that it works on the 

assumption of independence of the predictor features, as in real life, it is almost 

impossible to have independent predictor features. 
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3.2.1.3.3 Bayesian Network 

Bayesian Networks (BN) also known as belief networks, are probabilistic graphical 

models used to demonstrate the relationships among events to infer probabilities 

associated with those events. Information retrieval, predictions based on limited input, 

bio monitoring, semantic search, and document classification are few applications of 

BN. The Bayesian network structure Y is a directed acyclic graph and the nodes in Y 

are in one-to- one correspondence with the features Z of the dataset. The arcs represent 

causal influences among the features while the lack of possible arcs in Y encodes 

conditional independencies. It suffers from computational complexity for previously 

unknown networks. 

 

3.2.1.3.4 Nearest Neighbour Algorithm 

 

The author of [23] named the nearest neighbor algorithm as a lazy-learning algorithm, 

as it does not learn the training set immediately. They delay the learning or induction 

process until classification is performed. It requires less training time than any other 

eager-learning algorithms such as decision trees, neural and Bayes nets but needs more 

computation time during the classification process. The nearest Neighbour algorithm is 

an example of instance-based learning algorithms [53]. Aha [24] and De. et al. [58] 

discussed the instance-based learning classifiers. 

 

k-Nearest-Neighbor (KNN) classification methods work even when there is little or no 

prior knowledge about the distribution of the data. KNN is a good choice to perform 

discriminant analysis when reliable parametric estimation of probability densities are 

unknown or hard to determine [59]. KNN algorithm assumes the similarity between the 

new data and available data and puts the new data into the category that's the most 

similar to the available categories. Following tables shows sample training data. 
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Table 3.1: Training Data 

 
 

X1 X2 Result 

9 9 NO 

9 8 NO 

6 3 Yes 

3 2 Yes 

 
 

The outcome "Yes" or "No" is depended on the values of variables X1 and X2, so if we 

want to know the result of the unknown data which is not available in the above data 

table, for example, when x1 = 4, and x2 = 1 then without doing more exercise of 

conducting reviews, we can easily predict the results by using KNN classification 

method. It requires more memory and time. 

 
3.2.1.3.5 Support Vector Machines 

 
Support vector machines (SVM) are used for classification, regression, and outlier 

detection. The main objective of SVM is to find hyper planes that uniquely classify 

data points. There are several advantages of using SVM such as 1) It is efficient in high 

dimensional space, 2) It handles nonlinear data, 3) It holds different kernel functions 

that can be specified for the decision function. It is also possible to specify custom 

kernels. It is difficult to select appropriate kernel functions for the given dataset. It 

requires more memory and much training time. 

 

3.2.1.3.6 Deep Learning 

 

The use of deep neural networks has become popular for the last few years in pattern 

recognition and machine learning. 
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 Most of the popular deep learning techniques are built from the hierarchical level of 

the Artificial Neural Network (ANN). Deep learning can be defined as a model (e.g. 

neural network) with many layers, trained in a layer-wise manner. 

 

3.2.2 Unsupervised learning 

 

Unsupervised learning algorithms are used for grouping or clustering the data nodes. 

The main purpose of this algorithm is to seek out the similarities within the data and 

provide a result according to the availability of similarities in every new data item. 

Unsupervised learning methods can be used in the field of density estimation in 

statistics [20]. 

 

Cluster analysis is the process of making the bundle of observations into small parts 

called clusters so that observations within the same cluster are similar according to one 

or more pre designated parameters, while observations drawn from different clusters 

are dissimilar. The structure of data is based on the assumptions recorded by different 

clustering techniques, often defined by some similarity metric and evaluated, for 

example, by internal compactness - the similarity between members of the same 

cluster, separation the difference between clusters. Other methods are based on 

estimated density and graph connectivity. Various clustering algorithms are available 

in the literature. It is difficult to provide a crisp categorization of clustering methods 

because these categories may overlap. The major clustering methods can be classified 

into the following types: 

 

3.2.2.1 Partitioning methods 

 
Given a group of n objects, a partitioning method constructs m partitions of the data, 

where each partition represents a cluster and m ≤ n. i.e. it divides the data into m  
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groups such each group must contain a minimum of one object.In other words, 

partitioning methods conduct one-level partitioning on data sets. The essential 

partitioning methods typically adopt exclusive cluster separation [63]. That is, each 

object must belong to precisely one group. The most well-known and commonly used 

partitioning methods are the K-means, K-medoids, where each cluster is represented by 

the mean value of the data objects in the cluster to handle categorical data [63]. 

 

Most partitioning methods are distance-based. Given m, the amount of partitions to 

construct, a partitioning method creates an initial partitioning. It then uses an iterative 

relocation technique that attempts to enhance the partitioning by moving objects from 

one group to a different [63]. The overall criterion of a good partitioning is that objects 

within the same cluster are close or associated with one another, whereas objects in  

several clusters are far apart or very different. There are various sorts of other criteria 

for judging the standard of partitions [63]. Traditional partitioning methods are often 

extended for subspace clustering, instead of searching the complete data space. This is 

often useful when there are many attributes and therefore the data are sparse. 

 

Achieving global optimality in partitioning-based clustering method is usually 

computationally prohibitive, potentially requiring an exhaustive enumeration of all the 

possible partitions. Instead, most applications adopt popular heuristic methods, like 

greedy approaches, like k-means and therefore the k-medoids algorithms, which 

progressively improve the clustering quality and approach a local optimum. These 

heuristic clustering methods work well for locating spherical-shaped clusters in small 

to medium size data sets. To seek out clusters with complex shapes and for very large 

data sets, partitioning-based methods need to be extended [63]. 

 

3.2.2.2 Hierarchical methods 

 
A hierarchical method creates a hierarchical decomposition of the given set of data  
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objects. A hierarchical method can be classified as agglomerative or divisive, based on 

how the hierarchical decomposition is made [63]. The agglomerative approach, also 

called the bottom-up approach, starts with each object forming a separate group. It 

successively merges the objects or groups close to one another, until all the groups are 

merged into one - the top most level of the hierarchy or a termination condition holds 

[63]. The divisive approach, also called the top-down approach, starts with all the 

objects in the same cluster. In each successive iteration, a cluster is split into smaller 

clusters, until eventually, each object is in one cluster, or a termination condition holds 

[63]. 

 
Hierarchical clustering methods can be distance-based or density and continuity based. 

Various extensions of hierarchical methods consider clustering in subspaces as well.  

 

Hierarchical methods suffer from the fact that once a step of merge or split is done, it 

can never be changed. This rigidity leads to smaller computation costs by not having to 

worry about a combinatorial number of different choices [63]. Such techniques cannot 

correct erroneous decisions. However, the methods for improving the quality of 

hierarchical clustering have been proposed in literature. 

 

3.2.2.3 Density-based methods 

 

Most partitioning methods cluster the data objects based on the distance among 

objects. Such methods can find only spherical-shaped clusters and encounter difficulty 

in discovering clusters of arbitrary shapes [63]. Other clustering methods have been 

developed based on the notion of density. The idea is to continue growing a given 

cluster as long as the density - number of objects or data points in the neighborhood 

exceeds some threshold. For example, for each data point within a given cluster, the 

neighborhood of a given radius has to contain at least a minimum number of points. 

Such a method can be used to filter out noise or outliers and discover clusters of 

arbitrary shapes. 
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 Density- based methods can divide a set of objects into multiple exclusive clusters, or 

a hierarchy of clusters [63]. 

 

Typically, density-based methods consider only exclusive clusters and do not consider 

fuzzy clusters. Moreover, density-based methods can be extended from full space to 

subspace clustering. Grid-based methods quantize the object space into a finite number 

of cells that form a grid structure. All the clustering operations are performed on the 

grid structure i.e. on the quantized space. The main benefits of this approach is its fast 

processing time, which is typically independent of the number of data objects and 

dependent only on the number of cells in each dimension in the quantized space [63].  

 

Grid structure is often an efficient approach to many spatial data mining problems, 

including clustering. Therefore, grid-based methods can be integrated with other 

clustering methods such as density-based methods and hierarchical methods [63]. 

 
3.2.3 Reinforcement learning 

 
Reinforcement learning is a field of machine learning where software agents used to 

take actions in an environment to increase the flow of cumulative rewards. Due to its 

generality, the field is studied in many other disciplines, such as game theory, control 

theory, operations research, information theory, simulation-based optimization, multi- 

agent systems, swarm intelligence, statistics, and genetic algorithms [21][22]. The 

environment is typically represented as a Markov Decision Process (MDP). Many 

reinforcement learning algorithms use programming techniques [21][22][23].  

 

Reinforcement learning algorithms do not assume knowledge of an exact mathematical 

model of the MDP and are used when exact models are infeasible [21][22]. 

Reinforcement learning algorithms are used in autonomous vehicles or in learning to 

play a game against a human opponent. 
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3.3 Comparison of Machine Learning Methods for Intrusion 

Detection 

We have analyzed the output of different machine learning techniques using various 

performances metric, Result is shown in Table.3.2 

 
Table 3.2: Comparison of Different ML based on different performance matrix 

 

METHOD 

TIME TO 

TRAIN 

DATA 
(sec) 

TIME TO 

TEST 

DATA 

(sec) 

% 

COR 

RECT 

LY 

CLAS 
IFIED 

% 

INCOR 

RECTL 

Y 

CLASI 
F IED 

TP TN FP FN 
ACCUR 

ACY 

ABSOLU 

TE 

ERROR 

RELATI 

VE 

ERROR 

ROC 

AREA 

BINARY 
TREE 

85.99 0.23 99.9 0.0417 134715 33182 30 40 0.999583 0.0006 0.1811 1 

NAÏVE 

BAYES 
3.76 3.42 98.1 1.873 132039 32782 430 2716 0.98127 0.00187 5.9163 0.98 

NEURAL 
NETWORK 

4368.02 2.59 99.9 0.072 134673 33173 39 82 0.99928 0.0009 0.299 1 

SUPPORT 

VECTOR 

  MACHINE 

2461.34 1.3 99.7 0.2929 134456 33019 193 299 0.997071 0.0029 0.9254 0.99 

NEAREST 
NEIGHBO UR 

0.16 185.31 99.9 0.0667 134703 33152 60 52 0.999333 0.0007 0.0258 1 

 
 

Detecting the anomaly is considered as a multiclass nonlinear classification problem 

[30] [60]. The objective of such classification is to classify the real-time network 

traffic which may be linear or nonlinear in the five classes: Normal, DOS, Probe, U2R, 

and R2L. Researchers use various ANN based classifiers like Back Propagation Neural 

Network (BPNN), Self-Organizing Maps, Support Vector Machine (SVM), Radial 

Basis Function (RBF), and Simulated Annealing [53]. Table 3.2 shows various 

classifiers and their comparisons. As per Table 3.3, out of the various classifiers, BPNN 

is a nonlinear classifier that supports the multi-class classification of the large dataset 

with a high detection rate. Hence, BPNN is the best classifier to achieve our objective 

of the research. 
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Model presented in [62] [63] and [64] are few examples of IDS which use BPNN as a 

detection engine. 

 
Table 3.3: Comparison of Classifiers for Intrusion detection 

 
 

 

Criteria 
 

 

 

Classifier 

 

Support Linear 

and Non

 Linear 

Classification 

Support Big 

dataset 

Multiclass 

Classification 

Supervised 

Method 

Anomaly 

Detection 

Rate 

 Perceptron[18] NO - - - - 

 SOM[31] YES YES YES NO - 

 RBF[99][100] YES YES YES YES GOOD 

 BPNN[53] YES YES YES YES BETTER 

 Decision     

Tree[34][32] 
YES NO - - - 

 RBF[100] YES YES YES - - 

 SVM[30][101] YES YES NO - - 

 

 
Based on result of Table 3.2 and Table 3.3, we concluded to use Back Propagation Neural 

Network for classification. 
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CHAPTER 4 

LITERATURE SURVEY 

 
We have surveyed different intrusion detection systems affecting availability, 

confidentiality, and integrity of cloud resources and services. 

 

4.1. IDS using Machine Learning Techniques 

 
Various parameters of IDS affect its efficiency like methods used in IDS, its 

positioning, its configuration etc. Different IDS techniques are described below. 

 
4.1.1 Signature-based detection 

 
It attempts to define a set of rules (or signatures) that can be utilized to conclude that a 

given pattern is that of an intruder. Thus, signature-based systems can attain high levels 

of accuracy and a lesser number of false positives in identifying intrusions. Small 

amount of variation in known attacks can also affect the analysis if a detection system 

is not appropriately configured [65]. Hence, signature-based detection fails to identify 

unknown attacks or variations of known attacks. The best reasons to use it are ease in 

maintaining and updating preconfigured rules. These signatures are composed of 

several elements that identify the traffic. For example, in SNORT, the parts of a 

signature are the header (e.g. addresses, ports) and its options (e.g. payload, metadata), 

which are utilized to decide whether the network traffic belongs to a known signature 

or not [25]. [66] presented some problems regarding this prevention system and 

showed various frameworks.  
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This detection technique can be used in cloud to identify the known attack.  It can be 

used either at the front-end of the cloud to detect external intrusions or at the back end 

of the cloud to detect external/internal intrusions. As a traditional network, it is not 

used to detect unknown attacks in cloud. Approaches presented by [67] [68][69][70] 

use this system for detecting intrusions on VMs (or front end of Cloud environment). 

4.1.2 Anomaly detection 

 

Anomaly (or behavioral) detection is concerned with recognizing events that appear to 

be anomalous concerning normal system behavior. A wide scope of techniques 

including data mining, statistical modeling, and hidden markov models were 

investigated as various approaches to address the problem of detection of anomalies. 

This approach includes gathering of data on the behavior of legitimate users over some 

time and afterwards applying statistical tests to the behavior observed to determine 

whether that behavior is legitimate or not. It has the major benefit of identifying attacks 

that have not been found previously. 

 

The key element for using this approach efficiently is to generate rules in such a 

manner that it can reduce the rate of false alarm for the unknown and known attacks. 

[71] provided an anomaly-based solution in order to prevent intrusion in a real-time 

system, which analyzes protocol-based attack and multidimensional traffic. However, 

scope of optimization is used to decrease the number of IPS. [72] presented a 

lightweight intrusion detection system to detect the intrusion in real-time in an efficient 

and effective way. Different work profiles and data mining techniques are maintained 

by itself to detect a cooperative attack. This technique is preferred in cloud to detect 

unknown attacks at different levels.  

 

In the cloud, numerous amounts of events (network level or system level) occur, which 

makes it difficult to monitor or control intrusions with the help of anomaly detection 

techniques. 
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[73][74][75][76] proposed anomaly detection techniques to detect intrusions at 

different layers of cloud. The capacity of soft computing techniques to deal with 

uncertain and partially true data makes them attractive to be applied in intrusion 

detection [77]. There are many soft computing techniques like Artificial Neural 

Network (ANN), Fuzzy logic, Association rule mining, Support Vector Machine 

(SVM), Genetic Algorithm (GA), and so forth which are used to improve detection 

accuracy and efficiency of signature-based IDS or anomaly detection based IDS. 

 

4.1.3 Artificial neural network (ANN) based IDS 

 
The objective of utilizing ANN for intrusion detection is to provide facility to 

generalize data from incomplete data [78] and to be able to classify data as being 

normal or intrusive [79]. Different kinds of ANN are Multi-Layer Feed-Forward 

(MLFF) neural nets, Multi- Layer Perceptron (MLP), and Back Propagation (BP) [79]. 

[80] proposed a network of three layers of neural network for network misuse 

detection. Feature vector used in [80] was mainly composed of nine network features 

(Protocol ID, Source Port, Destination Port, Source IP Address, ICMP Type, ICMP 

Code, Raw Data Length, and Raw Data). However, the accuracy of intrusion detection 

is exceptionally low. 

 
MLP-based IDS was introduced by [77]. They demonstrated that more concealed 

layers are included to increase the accuracy of IDS detection. This methodology 

improves the detection accuracy of the approach proposed in [80]. [81] compared the 

rate of successive intrusion with MLP and Self-Organization Map (SOM) and 

demonstrated that SOM is highly accurate in detection than ANN. It is claimed that for 

most network attacks, Distributed Time Delay Neural Network (DTDNN) [79] has 

higher detection accuracy. 
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DTDNN is a simple and efficient solution for high-speed, fast conversion data 

classification. By joining this approach with other soft computing techniques -

referenced over, the accuracy of this approach can be improved. For unstructured 

network data, ANN-based IDS is considered as an efficient solution. The accuracy of 

this approach is based on number of hidden layers of ANN. An approach presented by 

[74] makes use of an ANN-based cloud environment anomaly detection technique that 

requires more number of training samples and more time to effectively detect 

intrusions. 

 

4.1.4 Fuzzy logic-based IDS 

 
Fuzzy logic can be utilized to address mistaken intrusion descriptions [78]. [82] 

proposed Fuzzy IDS (FIDS) for network intrusion such as SYN and UDP floods, Ping 

of Death, E- mail Bomb, FTP / Telnet password guessing, and port scanning. [82] 

presented the developing fuzzy neural network (EFuNN) to decrease ANN's training 

time. It makes use of a combination of supervised and unmonitored learning. It is not 

possible to use the approaches proposed by [82] and [83] in real-time to detect network 

intrusions as the training time is more critical. [84] Fuzzy association rules are used to 

detect real-time network intrusion. On the basis of training data, two rule sets are 

generated and mined online for training data. Comparison features are taken from the 

header of the network packet. This approach is used on a large scale in DoS / DDoS 

attacks. Fuzzy logic along with ANN can be used to rapidly identify unknown attacks 

in cloud to lessen ANN training time [73]. 

 

4.1.5. Association rule-based IDS 

 
Some attacks of intrusion are formed on the basis of known attacks or variants of 

known attacks. It is beneficial to use the signature apriori algorithm that regularly finds 

a subset containing several features of the original attack of the attack set. 
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 [78] proposed to use data mining techniques in order to detect network-based 

intrusion. In this approach, signatures generated by signature-based algorithm are used 

for misuse detection. The disadvantage of the proposed algorithm is that it takes more 

time in generation of signatures. [72] solved the database scanning time issue. To 

effectively generate signatures from previously known attacks, scanning reduction 

algorithm is proposed by them to decrease the amount of database scans. 

 

However, it has a very high false-positive alarm rate since unwanted patterns are 

produced. [85] proposed length reducing support based apriori algorithm to detect 

intrusions and to reduce the production of the short pattern as derived by [72] [78] and 

allows some interesting patterns. It is faster as compared to other apriori based 

approaches. In the cloud, with the help of association rules it is possible to generate 

new signatures. By using newly generated signatures we can detect variations of 

known attacks in real-time. 

 

4.1.6 Support vector machine (SVM) based IDS 

 
SVM is utilized to identify intrusions dependent on limited sample of data where 

accuracy is not influenced by data dimensions [78]. It is demonstrated that the 

outcomes (about false positivity) are preferred for SVM over for ANN, [84] designed 

an intelligent module with a combination of SNORT and configurable firewalls for 

network intrusion prevention. Additionally utilized with SNORT to decrease false 

alarm rates and improve IPS accuracy. Whenever limited sample of data are provided 

in cloud to detect intrusions, at that point the use of SVM is an efficient solution, since 

data dimensions do not affect the accuracy of SVM- based IDS. 

4.1.7 Genetic algorithm (GA) 

 
GA-based IDS are used to select network features to decide optimal parameters which 

will be utilized in other techniques to optimize results and enhance IDS accuracy 

[85][86].  
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Generated rules are used to identify network intrusions. Author of this paper  

has made use of quantitative and categorical features of the network for generation of 

classification rules. This results in increase in the speed of detection and improves 

precision. Limiting this approach is that the best-fit issue. [104] presented a GP-

based approach to network-based rules. They used fitness function based on 

confidence to derive rules, which effectively classifies network intrusions. However, to 

train the fitness function this approach takes longer time than usual. [85] proposed an 

approach dependent on information theory and GA to identify abnormal behavior. 

 
It identifies a little number of network features closely associated with network attacks 

dependent on shared information between network features and intrusion type. This 

approach, however, only considers discrete features. [86] proposed a method that 

combines fuzzy and genetic algorithms in order to identify misuse and anomaly. Fuzzy 

is used to add-on quantitative parameters in intrusion detection, while genetic 

algorithms are used to find the best-fit parameters of the numerical fuzzy function. As 

reported by [84], this approach solves the best fit problem. Selecting optimal 

parameters (network features) to detect intrusion will increase the accuracy of the 

underlying IDS within the cloud environment. For this purpose, IDS depends on the 

Genetic Algorithm (GA) are often utilized in the cloud. 

 

4.1.8 Hybrid techniques 

 
Hybrid techniques use the combination of two or more of the above techniques. 

NeGPAIM is based on a hybrid technique combining two low-level components 

including fuzzy logic for misuse detection and neural networks for anomaly detection, 

and one high-level component which is a central engine analyzing the outcome of two 

low-level components [87]. To improve the performance of IDS, [88] presented an 

approach using a combination of Naive Bayes, ANN, and Decision Tree (DT) 

classifiers on three separate data input sets.  
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The multiple fusion techniques are used to generate and combine the independent 

output of each classifier. This approach uses each classifier's advantages and enhances 

the performance of IDS. It is advantageous to use soft computing techniques on 

traditional IDS for cloud environment. However, each method has certain advantages 

and limitations that affect IDS performance. For example, ANN's major drawbacks are 

higher time consumption to learn the ANN network and less flexibility. Flexibility is 

enhanced by combining fuzzy logic with data mining techniques. 

 

GA with fuzzy logic improves IDS performance as GA selects the best fit rules for 

IDS. GA is more efficient in matching patterns but more specific than general [89]. 

SVM is preferable to handle many network features. IDS based on association rule is 

effective only for correlated attacks. However, an association rule-based IDS 

efficiency depends on the knowledge base usage. 

 
4.2 Types of IDS/IPS used in Cloud computing 

 

Cloud uses four types of IDS: Host-based intrusion detection system (HIDS), Network- 

based intrusion detection system (NIDS), Hypervisor-based intrusion detection system, 

and Distributed intrusion detection system (DIDS). Details of each has been explained 

in below sections. 

 
4.2.1. Host intrusion detection systems (HIDS) 

 

HIDS monitors and analyzes the collected information of specific host machine. HIDS 

detects machine intrusion by gathering data such as used file systems, network events, 

system calls, etc. HIDS observes changes in the host kernel, host file system, and 

program behavior. HIDS efficiency depends on the monitoring features of the selected 

system. With respect to cloud computing, HIDS can be placed on a host machine, VM 

or hypervisor to detect intrusive behavior through monitoring and analyzing log file, 

security access control policies, and user login information.  
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If it is placed on VM, cloud user monitors HIDS and if it is placed on hypervisor, 

cloud provider monitors HIDS [74].HIDS architecture for cloud environment is 

proposed by [73]. In this architecture, every node of cloud contains IDS which 

provides interaction among service offered such as IDS service and storage service. 

IDS administration service consists two parts, Analyzer and Alert System. The event 

auditor captures data from various resources like system logs. Based on the data 

received from event auditor, the IDS service is used for detecting intrusion by using 

behavior based technique or knowledge based technique. 

 
For detecting unknown attacks, artificial neural network (ANN) is used in this 

approach. When any attack or intrusion is detected, alert system informs other nodes. 

So, this approach is efficient even for detecting unknown attacks by applying feed 

forward ANN. The experiments demonstrated that the false positive and false negative 

alarm rate is very low when large numbers of training samples are applied for behavior 

analysis method [73]. The limitation of this approach is that it cannot detect any insider 

intrusions which are running on VMs. 

 
For effective usage of cloud resources, multilevel IDS and log management [105] is 

applied at different level of security strength (e.g. high, medium, and low) to user 

based on the degree of anomaly. As shown in Figure 4.1, AAA is used for 

authentication, authorization and accounting. Authenticated user’s information (stored 

in database) is used to calculate anomaly level. AAA uses anomaly level to select 

proper IDS that has corresponding security level. Then host OS (where selected IDS is 

installed) is requested to assign guest OS image to user. Database stores user 

information, system log, transaction of user and system, whereas storage center stores 

user’s private data which are isolated from one user to another. This approach provides 

fast detection mechanism. It also requires more guest OS with IDS for high level users. 
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Figure 4.1 Multilevel IDS Structure 

 

[75] proposed framework to recognize all types of attacks in attack space. In the 

proposed method, all attacks are considered as a sample space. Later by using statistics 

based on mutually exclusive sets, the set is decomposed. The created subsets are used 

for intrusion detection algorithm. However, no experimental results or deployment 

mechanisms are stated yet. In self-similarity based lightweight intrusion detection 

method for cloud computing, the number of events from the Windows‟ security event 

log is extracted [91]. Feature selection procedure makes sets by combining security ID 

(SID) and Event ID in Windows system. Then each VM measures self-similarity. Self-

similarity is calculated using two techniques cosine and hybrid [91].  

 

IDS generates alerts if calculated similarity deviated from its normal behavior. [91] 

proposed a conceptual model for intrusion discovery and provides severity analysis for 

overall security of the cloud. It consists of six components, system call handler, 

detection module, security analysis module, profile engines, global components and 

intrusion response system. 
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System call handler gathers system calls executed by guest VM. Detection module 

applies anomaly or signature based methods for detecting intrusions in VM. Severity 

analysis module calculates severity of detected intrusion for victim VM. Profile engine 

generates and manages VM profiles. These profiles are used for cauterizing malicious 

behavior and normal behavior of user. Global components are used for overall 

infrastructure including resource manager, scheduler, profile and other security 

components. Intrusion response system is used to choose proper response mechanism 

for a particular intrusion. This approach has lower response time and human 

intervention. However, experimental results are not evaluated 

 

4.2.2 Network intrusion detection system (NIDS) 

 

NIDS examines network traffic to spot malicious activity like DoS attacks, port scans 

etc. The information gathered from network is matched with known attacks for 

intrusion detection. NIDS generally monitors IP and transport layer headers of 

different packet and identifies intrusion activity. NIDS make use of signature based 

and anomaly based intrusion detection techniques. If the network traffic is encrypted, 

there’s no powerful way for the NIDS to decrypt the traffic for exploration. 

 

In Cloud environment, introducing NIDS is the responsibility of cloud provider. VM 

compatible IDS architecture is proposed by [66]. There are mainly two essential 

modules utilized in this approach, IDS management unit and IDS sensor.  

 

IDS management unit consists of event gatherer, event database, analysis component 

and remote controller. Event gatherer collects malicious behavior detected by IDS 

sensor and stores in event database. Event database stores information concerning 

captured events. Analysis component contacts event database and analyze events. IDS-

VMs are managed by the IDS Remote Controller which can interact with IDS-VMs 

and IDS sensors. 
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IDS sensors on the VM detects and reports malicious activities and transmits triggered 

event to event gatherer. 

 

IDS remote controller is employed to configure sensors. In this approach, new sensors 

are often easily unified, which only use sender/receiver pair to combine event gatherer. 

IDS- VM management controls, monitors and configures VM. The VM management 

also can recover VMs. This approach is employed in virtualized environment to stop 

VMs from being compromised. However, this approach needs multiple instances of 

IDS. 

 

Method for distinguishing DDoS attack in VM is proposed by [67], IDS is mounted in 

virtual switch to log incoming or outgoing traffic into database. To detect known 

attacks, the logged packets are inspected and coordinated by the IDS in real time with 

known signature. The IDS determines nature of attacks and informs virtual server. At 

that point virtual server drops packets coming from the predetermined IP address. If 

attack type is DDoS, all the zombie machines are blocked. The virtual server then 

transfers targeted applications to other machines hosted by isolated data center and 

routing tables are immediately refreshed. Firewall blocks all the packets coming from 

identified IP address. This approach can hinder the DDoS attack in virtualized 

environment and can protect services running on virtual machines. SNORT based 

misuse detection in open source Eucalyptus cloud is proposed by [69]. In this 

approach, SNORT is deployed at cloud controller (CC) as well as on physical 

machines to detect intrusions coming from outside network. This approach settles the 

issue of deploying numerous instances of IDS as in [67]. It is a quick and cost effective 

solution. However, it can identify only known attacks. 

 

A method for providing intrusion detection as a service in cloud is proposed by [92], 

which uses snort for cloud clients in a service-based manner. It includes two layers, 

user layer and system layer.  
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User requests associated with his subscription details is forwarded to the database 

layer, whereas the IDS operation requests are forwarded to the system layer.  

 

The system layer and therefore the database layer can communicate with each other to 

translate preferences into runtime configurations. The major disadvantage of this 

service is that it can identify only known attacks. 

 

Cloud based intrusion detection and response system for mobile phones is proposed by 

[94]. In this approach, intrusion detection and response services are conveyed to 

registered smartphones. It copies smartphone to VM in cloud using proxy that copies 

incoming traffic to device. This traffic is used for intrusion detection. If any intrusion 

is identified, intrusion response mechanism picks an action for distinguished intrusion 

and sends a non-intrusive software agent in the device. 

 

New kind of DDoS attack is presented by [106], called Economic Denial of 

Sustainability (EDoS) in cloud services. EDoS attack can be called as HTTP and XML 

based DDoS attack. EDoS proposed system utilizes firewall and puzzle server to 

identify EDoS attack. Firewall is used to identify EDoS at entry point of cloud, 

whereas puzzle server is used to validate user. In this work, authors validated EDoS 

attack in the Amazon EC2 Cloud. However, proposed solution is not productive since 

it uses only traditional firewall. Research is yet expected to distinguish EDoS attack in 

Cloud. 

 
4.2.3 Distributed intrusion detection system (DIDS) 

 

A Distributed IDS (DIDS) comprises of several IDS like HIDS, NIDS, etc. over a large 

network, all of which interact with each other, or with a central server that enables 

network monitoring. The intrusion detection components gather the system 

information and change it into a standardized form to be passed to central analyzer.  
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Central analyzer is machine that combines information from multiple IDS and 

examines the same. Combination of anomaly and signature based detection approaches 

are used for the analysis purpose. DIDS can be used for identifying known and 

unknown attacks since it takes benefits of both the NIDS and HIDS [95].  

 

In Cloud environment, DIDS can be positioned at host machine or at the processing 

server. In cooperative agent based approach [68], distinct NIDS module is deployed in 

each cloud region. If any cloud region senses intrusions, it alarms other region. Each 

ID sends alert to each other, to find severity of this alert.If new attack is detected, the 

new blocking rule is added to block list. So, this type of detection and prevention helps 

to resist attacks in Cloud. The system architecture contains intrusion detection, alert 

clustering, threshold check, intrusion response and blocking and cooperative agent. In 

case of intrusion detection, it drops attacker packet, and sends alert message to other 

region. Alert clustering module gathers alert generated by other regions. The decision 

about alert whether it is true or false is identified after calculating severity of collected 

alerts. This approach handles single point of failure caused by DDoS attack.[45] 

proposed scalable, flexible and cost effective technique to detect intrusion for cloud 

applications. This method targets for protecting VMs. Mobile agent gathers proofs of 

an attack from all the attacked VM for further investigating and auditing. This 

approach is used to detect intrusion in VM migrated outside the organization.  

 

 

However, it generates more network load. IDS module is deployed in each cloud 

region, as presented by [68]. If any region finds intrusion, mutual agent at that region 

informs other regions. Each region computes severity of alerts generated from other 

regions. If new attack is found after computing severity of intrusion, new blocking rule 

is added into block table at each region. In such a way, DDoS attack is identified in 

whole cloud by using mutual cooperation among cloud regions. Snort is used for 

intrusion detection in this approach. Hence, known attacks in network can be detected. 

However, it cannot detect unknown attack. 
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 It also requires high computation cost for exchanging alerts. 

 

4.2.4 Hypervisor intrusion detection system 

 
Hypervisor-based intrusion detection system is placed at hypervisor layer [110]. It 

allows user to observe and inspect communications between VMs, and between 

hypervisor. VM introspection based IDS is one of the examples of hypervisor based 

intrusion detection system [72]. Virtual machine introspection based IDS (VMI-IDS) is 

different from traditional HIDS since it directly monitors hardware states, events, 

software states of host. It offers more robust view of the system than HIDS. 

 

Virtual machine monitor (VMM) is responsible for hardware virtualization and also 

offers isolation, monitoring and interposition properties. VMI-IDS has greater access 

to the VMM than the code running in examined VM. VMM interface is used for VMI-

IDS to communicate with VMM, which allows VMI-IDS to get VM state information, 

monitoring certain events and controlling VMs. This VMM interface is composed of 

UNIX socket to send commands or receive responses to/from VMM. It also supports 

physical memory access of monitored VM. OS interface library is used to provide low 

level machine states from VMM in terms of higher level OS structure. Policy engine is 

incorporated for making high-level queries about the OS of monitored host. Policy 

engine responds in appropriate manner, even if system is compromised. VMI-IDS 

implements complex anomaly detection. It is used for signature detection, program 

integrity detection and row socket detection.  

 

According to results shown by [72], performance of policy engine is good in terms of 

workload and time. However, VMM or OS library can be compromised. Recently IBM  

research is pursuing virtual machine introspection approach to create a layered set of 

security services inside protected VM running on same physical machine as the guest 

VMs. 
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CHAPTER 5 

BACK PROPAGATION NEURAL NETWORK 

(BPNN): PARAMETERS OPTIMIZATION 

 
There are many types of neural networks. The purpose of this section is to select the 

best type of neural network for intrusion detection and find the best values of all 

parameters of neural networks. when encountered with the problem as to why did we 

choose or optimize certain values in neural network architecture, have generally 

replied saying "well just intuition and a little hit and trial", this didn't seem appropriate 

as this doesn't help us know how efficient our model is and if there is any architecture 

combination which could help us to achieve better results. So, to find the solution to 

this problem, we have run a different type of neural network and their different 

structures on the intrusion dataset and finally select values of parameters. Section 5.1 

discusses on neural network, section 5.2 explains types of neural networks, 5.3 focuses 

on implementing types of neural networks and selecting values of neural network 

parameters with pre-processing steps of the intrusion dataset. 

 

5.1 Introduction 
 

Neural Networks (ANNs) are methods that are based on the working of the human 

brain. It works by processing information like neurons present in the human brain and 

comprises of little processing units known as Artificial Neurons, which are 

programmed to execute complex mathematical operations. 
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As humans practice and improve on how to read, write, understand speech, recognize, 

and distinguish patterns – all by learning from examples. In a similar manner, neural 

networks are qualified rather than manually writing loads of codes for repeated 

operations. A multilayer feed-forward neural network (MLFFNN) consists of an input 

layer, a hidden layer, and an output layer of neurons. 

 

Each node in a layer is interconnected to every other neuron in the adjacent layer. The 

output of an FFNN is solely dependent on the current values and weight values. It does 

not rely on any of the previous operations as it does not have memory. 

 
A feed-forward neural network for the most part comprises of more than one layer of 

nonlinear processing units (can use linear activation functions as well). The output of 

each layer becomes the input of the next layer. ANN is trained with the goal of 

accomplishing the desired output when certain inputs are given with acceptable 

accuracy. Training of FNN is mainly undertaken using the backpropagation (BP) based 

learning. 

 
 

 

Figure 5.1 Architecture of Multiplayer Neural Network 
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5.2 Types of Neural Network 

 
Different types of neural networks are described as below: 

 

 
5.2.1 Feed Forward Neural Network 

 

The feed-forward neural network is the simplest form of the neural network as there is 

an absence of loops in the core. The feed-forward algorithm is a biologically inspired 

classification algorithm. There are many processing units (neurons) in different layers. 

These processing units are also called nodes. All the nodes in one layer are internally 

connected to the nodes of the neighboring layer. These connections don't need to be 

equal [90]. 

 

They may have different weights. There is no feedback between the two layers. This 

method is unidirectional as the data always flows in a single direction. That's why it is 

called a feed-forward algorithm [90]. The multilayer neural network mainly consists of 

the input layer, one or more hidden layer, and the output layer. 

 

5.2.2 Back Propagation Neural Network 

 

The main objective of the Back-Propagation algorithm is to capture the mapping 

implicit in the given set of input and output pattern pairs. The loss function is defined 

as the square of the difference of desired output obtained and actual output. We can 

obtain the combination of optimum weights by updating the weights such that it 

maximizes the accuracy [90]. A neural network with input and output layers can 

represent only linear units in the output layer. If the output layer consists of non-linear 

units of data then the implicit mapping between units of input and output layer may be 

inconsistent. We can update the weights by transferring the loss function from output 

to hidden level according to the generalized delta rule. That's why sometimes the 

backpropagation algorithm is known as a generalization of delta rule [90].  
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The backpropagation algorithm has a feedback path. Neural Network has been tested to 

be effective for Intrusion Detection Systems as Neural Network can adapt to different 

environments easily because it learns from raw data. 

 

5.2.3 Recurrent Network 
 

In a recurrent neural network, the nodes in hidden layers are connected to design a 

directed cycle. This network utilizes its internal memory to process random sequences 

of inputs. For recurrent neural network, the primary function of the layers is to 

introduce memory rather than the hierarchical processing [90]. In each iteration (loop 

or layer), new information is added. This network can pass this information for an 

indefinite number of network updates if provided with unlimited memory depth. 

 

The breakthrough of this neural network is that it trains neurons better than any other 

method. It has the least mean square error. But on contrary, the main disadvantages are 

that it takes too much time to train neurons and the implementation of this method is 

very complex [90]. 

 

5.2.4 Rotor Based Function Neural Network 

 

Rotor based function network consists of input units, output units, and processing units 

called hidden units. It requires specifying the processes and methods for activation of 

the hidden unit, the number of units and the training algorithm to find parameters of 

the network. This network classifies the inputs and matches them against sets from 

training sets and each neuron stores a prototype [90].  

 

Each of them computes the Euclidean distance between the input and its designated 

output neuron for classification. It compares the input vector to its prototype after 

calculating Euclidean distance and gives output 0 or 1. If the output is 1 means input is 

equal to its prototype and a value nearer to 0 means distance between the neuron and 

its prototype varying increasingly.  
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The score for the output node is calculated by taking a weighted sum of the activation 

values from every RBF neuron. Input is classified into the category with the highest 

score [90] . The major advantage of this neural network is that it can work with noisy 

data but also takes much time for training the Neurons. 

 

5.2.5 Probabilistic Neural Network 

 

Probabilistic neural network maps input with several classifications. The operations of 

this network are classified into a multi-layer feed-forward network with four layers:  

Input, Pattern, Summation, and Decision Layer [17] [90]. This network is much faster 

and accurate than other multilayer networks, but it takes more time while classifying a 

new case and requires more memory space. 

 

5.2.6 Generalize Regression Neural Network (GRNN) 

 
A GRNN is a variation of the rotor based neural networks, which is based on kernel 

regression networks [30] [90] [99] [101]. A GRNN is independent of an iterative 

training process as backpropagation networks. It makes an approximation of any 

random function between input and output vectors, fetching the function estimate 

directly from the training data [100]. Also, it is inconsistency with the training set as 

the size becomes large, the estimation error tends to become zero, with only mild 

restrictions on the function [90] [99]. 

 

5.2.7 Linear Vector Quantization (LVQ) 

 
An LVQ network includes two calculative layers: a competitive layer and an output 

layer. The competitive layer is trained to detect and identify patterns and correlations 

in the input vectors given to the network and assign them to several subclasses as the 

number of neurons that are included in the layer [34] [90]. An output or linear layer 

transforms the competitive layer's output into target classes. LVQ networks are trained 

to organize input vectors into target classes as per the decision of the user [23] [90]. 
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5.3 Classification using BPNN 
 

We have applied different types of neural networks to find the best optimal values for 

parameters of BPNN on the KDD cup 1999 intrusion dataset. 

 
We have used the following neural network classification model. 
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Figure 5.2 Classification Model using Neural Network 
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5.3.1 Dataset 

 
We utilize a simulated dataset - Knowledge Discovery Dataset 1999 to prepare and test 

neural systems. Federal Government developed this dataset by simulating US Air 

Force local area network traffic. It has been the most wildly used data set for the 

evaluation of anomaly detection methods. It is built on the basis of the data captured in 

DARPA‟98 IDS evaluation program [71]. 

 

DARPA’98 is about 4 gigabytes of compressed raw (binary) tcpdump data of 7 weeks 

of network traffic, which can be processed into about 5 million connection records, 

each with about 100 bytes. The two weeks of test data have around 2 million 

connection records. KDD training dataset comprises of approximately 4,90,000 single 

connection vectors each of which contains 41 features and is labeled as either normal 

or an attack, with exactly one specific attack type. The simulated attacks fall in one of 

the following four categories [90]. 

 

 
1. Denial of Service Attack (DoS): It is an attack in which the attacker makes 

some computing or memory resource excessively occupied or too full to handle 

legitimate requests, or denies legitimate users access to a machine. 

2. User to Root Attack (U2R): It is a class of exploit in which the attacker starts 

out with access to a normal user account on the system (perhaps gained by 

sniffing passwords, a dictionary attack, or social engineering) and is able to 

exploit some vulnerability to gain root access to the system. 

3. Remote to Local Attack (R2L): It occurs when an attacker who has the ability 

to send packets to a machine over a network but who does not have an account 

on that machine exploits some vulnerability to gain local access as a user of 

that machine. 

4. Probing Attack: It is an attempt to gather information about a network of 

computers for the obvious reason of circumventing its security controls. 

 



61 

Ch -5 Backpropagation Neural Network (BPNN): Parameters Optimization 

 

   

     

 

 
KDD'99 features can be classified into three groups [90] [111]. 

 

 

1. Basic features: This category encapsulates all the properties that can be 

extracted from a TCP/IP connection. Majority of these features leads to an 

implicit delay in detection. 

2. Traffic features: This category generally includes features that are computed 

for a window interval and is further divided into two groups: 

a) "same host" features: It inspects only the connections in the past two seconds   

that have the similar destination host as the current connection, and measures the 

statistics related to protocol behavior, service, and so on. 

b) "same service" features: It inspects only the connections in the past two seconds 

that have the similar service as the current connection. The two types of "traffic" 

features are called time-based. However, several slow probing attacks scan the 

hosts (or ports) using a much larger time interval than two seconds, for example, 

one in every minute. As a result, these attacks do not produce intrusion patterns 

with a time window of two seconds. To solve this problem, the "same host" and 

"same service" features are re-calculated but based on the connection window of 

100 connections rather than a time window of two seconds. These features are 

called connection-based traffic features. 

 

3. Content features: In contrast to the majority of the DoS and probing attacks, 

the R2L and U2R attacks don't have any intrusion frequent sequential patterns. 

This is because the DoS and Probing attacks includes numerous connections to 

some host(s) in a brief period. However, the R2L and U2R attacks are 

embedded in the data portions of the packets, and typically include only a 

single connection. In order to detect these kinds of attacks, we need some 

features that are able to look up for suspicious behavior in the data portion, e.g., 

the number of failed login attempts. These features are called content features 

[90]. 
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Basic Features 
 

Feature name Description 

duration length (number of seconds) of the connection 

protocol_type type of the protocol, e.g. tcp, udp, etc. 

service network service on the destination, e.g., http, telnet, etc. 

 
src_bytes 

 
number of data bytes from source to destination 

dst_bytes number of data bytes from destination to source 

flag normal or error status of the connection 

land 1 if connection is from/to the same host/port; 0 otherwise 

wrong_fragment number of ``wrong'' fragments 

urgent number of urgent packets 
 

 

 

Content Features 
 

Feature name Description 

hot number of “hot'' indicators 

num_failed_logins number of failed login attempts 

logged_in 1 if successfully logged in; 0 otherwise 

num_compromised number of “compromised'' conditions 

root_shell 1 if root shell is obtained; 0 otherwise 

su_attempted 1 if “su root'' command attempted; 0 otherwise 

num_root number of “root'' accesses 

num_file_creations number of file creation operations 

num_shells number of shell prompts 

num_access_files number of operations on access control files 
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num_outbound_cmds number of outbound commands in an ftp session 

is_hot_login 1 if the login belongs to the ''hot'' list, 0 otherwise 

is_guest_login 1 if the login is a “guest''login,0 otherwise 

 

Traffic Features 
 

Feature name Description Type 

count number of connections to the same host as 

the current connection in the past two 

seconds 

 
continuous 

 Note: The following features refer to these 

same-host connections. 

 

serror_rate % of connections that have “SYN'' errors continuous 

rerror_rate % of connections that have “REJ'' errors continuous 

same_srv_rate % of connections to the same service continuous 

diff_srv_rate % of connections to different services continuous 

 
srv_count 

number of connections to the same service 

as the current connection in the past two 

seconds 

 
continuous 

 Note: The following features refer to these 

same-service connections. 

 

srv_serror_rate % of connections that have “SYN'' errors continuous 

srv_rerror_rate % of connections that have “REJ'' errors continuous 

srv_diff_host_rate % of connections to different hosts continuous 

 
 

Table 5.1: Attack Types 
 

1 Denial Of Service Attacks (DoS) back, land, neptune, pod, smurf, teardrop 

2 User to Root Attacks (U2R) buffer overflow, loadmodule, perl, rootkit 

3 Remote to Local Attacks (R2L) ftp write, guess passwd, imap, multihop, phf, spy 

4 Probes satan, ipsweep, nmap, portsweep 
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5.3.2 Feature Reduction 
 

 

Feature reduction or selection is a method that improves performance and reduces 

processing time and complexity of the model [53] [18] [9] [10]. But selecting the 

features which have the best discrimination ability between the classes is a very 

challenging task 

[17] [18]. There are two approaches for feature reduction or selections: Filter and 

Wrapper [56]. The wrapper approach is based on the performance of the learning 

algorithm, while the filter approach evaluates features according to the statistical 

characteristics of the data. As compared to the filter approach, the wrapper approach is 

generally considered to generate better feature subsets, but runs much slower and 

requires more computing resources [56]. 

 

To reduce the number of the features of KDD CUP 1999 dataset, the model uses 

feature selection technique presented in [53]. Authors of [53] used Information Gain 

(IG) as a feature selection technique. To use IG as a feature selection, an entropy value 

of each attribute of the dataset has to be calculated. The entropy value is used for 

ranking the features that affect data classification. A feature which does not have much 

effect on the data classification, have very small information gain and can be ignored 

without affecting the detection accuracy of a classifier [53] [16]. By IG feature 

selection technique, authors of [53] had selected features with number 1, 3, 4, 5, 6, 10, 

12, 14, 23, 24, 25, 26, 29, 30, 

32, 33, 34, 35, 36, 37, 38 and 39. As the proposed model follows the feature selection 

technique of [43] [53], we used above features and reduces the KDD CUP1999 dataset 

for further processing. We have eliminated all missing values from the dataset as it 

contains less than 1% missing values. 

 

5.3.3 Encoding 
 

KDD CUP 1999 dataset contains various features which are in text format. BPNN can  
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work faster with numeric values, as compared to text values [53]. For better 

performance, this sub-module of BPNN encodes text features of the KDD CUP 1999 

dataset to the numeric values [43]. We have used one hot encoding method. 

 

 

 
Attribute Name Assigned Numeric Values 

Protocol type tcp=1 udp=2 icmp=3 

 

Service 
 

private=1 ftp_data=2 eco_i=3 telnet=4 http=5 smtp=6 ftp=7 

ldap=8 pop_3=9 courier=10 discard=11 ecr_i=12 imap4=13 

domain_u=14 mtp=15 systat=16 iso_tsap=17 other=18 

csnet_ns= 19 finger=20 uucp=21 whois =22 netbios_ns=23 

link=24 Z39_50=25 sunrpc=26 auth=27 netbios_dgm=28 

uucp_path=29 vmnet=30 domain=31 name=32 pop_2=33 

http_443=34 urp_i=35 login=36 gopher=37 exec=38 time=39 

remote_job=40 ssh=41 kshell=42 sql_net=43 shell=44 

hostnames=45 echo=46 daytime=47 pm_dump=48 IRC=49 

netstat=50 ctf=51 nntp=52 netbios_ssn=53 tim_i=54 supdup=55 

bgp=56 nnsp=57 rje=58 printer=59 efs=60 X11=61 ntp_u=62 

klogin=63 tftp_u=64 red_i=65 urh_i=66 http_8001=67 aol=68 

http_2784=69 harvest=70 
 

Flag REJ=1 SF=2 RSTO=3 S0=4 RSTR=5 SH=6 S3=7 S2=8 S1=9     

RSTOS0=10 OTH=11  

 
Attack        neptune=1 normal=2 saint=3 mscan=4 guess_passwd=5 

smurf=6 apache2=7 satan=8 buffer_overflow=9  back=10 

warezmaster=11 snmpgetattack=12 processtable=13 pod=14 

httptunnel=15 nmap=16 ps=17 snmpguess=18 ipsweep=19  
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        mailbomb=20 portsweep=21 multihop=22 named=23 

sendmail=24 loadmodule=25 xterm=26 worm=27 teardrop=28 

 

 rootkit=29 xlock=30 perl=31 land=32 xsnoop=33 sqlattack=34     

ftp_write=35 imap=36 udpstorm=37 phf=38 warezclient=39 

spy=40. 

 

 

5.3.4 Scaling Dataset 

 
After encoding, all the attributes of the dataset is in numeric form, but not on the same 

scale. BPNN performs faster with input values in [0, 1] range [43] [53]. This sub-

module scales the numeric values to [0, 1]. Topmost care should be taken while scaling 

the values as it may lead to loss of information. To scale the values, authors of [25], 

[26] and [44] had used [A], while authors of [17] had used [B] 

 

        Y′ = 
Y−Ymin

Ymax−Ymin
+ Starting Value                         [A] 

   

 

                Y′ = 
Y−Ymin

Ymax−Ymin
                                                                                      [B] 

 

 

We used [B] to scale attributes of dataset. 
 

5.3.5 Lossless Size Reduction 
 

The scaled dataset is passed to a size reduction unit, which replaces 0.00 and 1.00 with 

0 and 1 respectively. This replacement reduces the size of the dataset. Since, we are 

replacing the 0.00 and 1.00 to 0 and 1 respectively, its lossless size reduction [43]. Due 

to the lossless size reduction technique used, the false alarm rate will not be affected. 

This reduced dataset is known as the pre-final dataset. 
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5.3.6 Checking Dataset 

 
The dataset which is generated after size reduction is the pre-final dataset. This pre-

final dataset is given to the checking module. This checking module compares the 

number of records with the original dataset [43]. If the pre-final dataset and original 

dataset has the same number of records, then the final normalized KDD CUP 1999 

dataset is ready to use. 

 

5.4 Implementation of Neural Network 

 
We have implemented all discussed neural network types on KDD cup 1999 dataset to 

find their suitability for intrusion detection. Result is shown in following table. 

 

Table 5.2: Performance of neural network types 

 

Type of Neural Network MSE FNR FPR TPR TNR 

Feed forward 0.0210 0.0024 0.010 0.9900 0.9976 

Back Propagation 0.0123 0.0022 0.016 0.9832 0.9978 

Recurrent 0.0060 0.0447 0.005 0.9948 0.9553 

Radical Basis function 0.3015 0.8480 0.00 0.1520 1.00 

Probabilistic 0.2702 0.5000 1.00 0.00 0.5000 

Generalize 0.6650 0.7836 0.00 0.2164 1.00 

Linear Vector Quantization 0.218 0.1551 0 0 0.8449 

 
Experiment result shows that back propagation neural network gives better performance 

than other types of neural network. 
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5.5 BPNN Algorithm [93] 

 

Algorithm: Back Propagation Neural Network 

Input: Dataset, No. of Neurons, No. of Hidden Layers, Cost Function 

Output: Trained Back Propagation Neural Network Model 

 
    Step 1: Initialize all parameters of the neural network 

Step 2: Calculate the output of the neurons in the hidden layer: 

yj (p) = sigmoid ∑ [xi(p) ∗ wi,j(p) − θj ]
n
i=1  

Where n is the number of inputs of neuron j in the hidden layer, and sigmoid is an 

activation function (sigmoid(s) =1 +  1
e−s⁄ ), here e is the base of the natural logarithm 

Step 3: Calculate the actual outputs of the neurons in the output layer: 

yk (p)=sigmoid ∑ [xi,k(p) ∗ wi,k(p) −  θk]
m
j=1  

Where m is the number of inputs of neuron k in the output layer. 

Step 4: Calculate the error gradient for the neurons in the output layer:                  

𝜎𝑘(p) = 𝑦𝑘(p) ∗ [1 − 𝑦𝑘(p) ∗ 𝑒𝑘(p)] 

Where ek(p) = yd,k(p)- yk(p). yd,k  is the desired output value. 

Step 5: Calculate the weight corrections in the output layer: 

∆wjk(p)=α*yj(p)*σk(p) 

Then update wjk(p+1) = wjk(p) + ∆wjk(p), α is learning rate 

Step 6: Calculate the error gradient for the neurons in the hidden layers:                   

σk(p) = σ𝑗(p) = y𝑗(p) ∗ [1 − yj(p)] ∑ [𝑤j,k(p) ∗ σ𝑗(p)]
m
j=1  

Step 7: Calculate the weight corrections in the hidden layer: 

∆wij(p)=α*xi(p)*σj(p), update wij(p+1) =  wij(p) +  ∆wij(p) 

Step 8: Increase iteration p by 2, goto step 2 and repeat the process until the selected 

error criterion is satisfied 
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5.5.1 Parameters of back propagation neural network 

Following are the list of the parameters / criteria which affects the performance of the 

BPNN [43] [102]. 

 

1. Learning rate 

2. Initial weight 

3. Number of hidden units 

4. Overtraining and early stopping criteria 

5. Number of learning samples 

6. Activation function 

7. Normalization of the inputs 

8. Optimization function 

9. No. of neurons 

10. Cost function 

 
 

5.5.2 Parameter optimization of BPNN 
 

 

1. By referring to the literature, for each parameter/criterion, collect various 

approaches to assign the values. 

2. For each parameter/criterion, implement all these approaches on any small 

BPNN model and study the effect of these parameters/criteria [43]. 

3. Based on the above study, decide a few good approaches or values for each 

parameter/criterion. 

4. For each parameter/criterion, implement BPNN with these good approaches on 

limited records of large datasets. Compare the results and find the best 

approach or optimal value for each parameter/criterion learning [43]. 

 

More details of the optimization model are available in our previous work [53] 
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1. Learning rate 
 

 

The learning rate hyper parameter controls the rate or speed at which the model learns. 

Specifically, it controls the amount of apportioned error that the weights of the model 

are updated with each time they are updated. Given a perfectly configured learning 

rate, the model will learn to best approximate the function given available resources 

(the number of layers and the number of nodes per layer) in a given number of training 

epochs (passes through the training data). 

 

Generally, a large learning rate allows the model to learn faster, at the cost of arriving 

on a sub-optimal final set of weights. A smaller learning rate may allow the model to 

learn a more optimal or even globally optimal set of weights but may take significantly 

longer to train. If the learning rate is a too high derivative of the cost function for 

weight may miss the 0-slope point and if the learning rate is too low then it may take 

forever to reach that point. So, we need to figure out that balanced learning rate [43]. 

 
To assign the learning rate, various approaches which include fixed learning rate and 

variable learning rate are available. Further, for the case of fix learning rate, various 

possible values can be: 0.01, 0.02, 0.03.. , 0.99. After conducting multiple experiments, 

we set learning rate to 0.01. 

 
2. Initial Weight 

 
 

We assign fixed value, a random value, and value within a specified interval. Initialize 

all weights to the same value (e.g. zero or one). In this case, each hidden unit will get 

the same signal. If all weights are initialized to 1, each unit gets a signal equal to the 

sum of inputs.  If all weights are zeros, every hidden unit will get a zero signal [43]. No 

matter what the input was. If all weights are the same, all units in the hidden layer will 

be the same too. 
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Initialization of random weight makes neural network learn faster but every time 

values of weights will be changed for the same dataset [43]. 

Different run gives different output. Choose initial weights of a neural network from 

the range ( -1 /sqrt(d) , 1/sqrt(d)) Where d= no. of inputs to the given neuron of layer. 

 

Output of different weight initialization methods are shown below: 

 
 

Table 5.3: Performance of weight initialization methods 

 

Sr. 

No 

Weight 

initialization 

method 

Epoch Time to 

learn 

MSE 

(Mean 

square 

error) 

TPR TNR FPR FNR 

1 With all 0 1000 00:04:48 0.0694 0.9967 0.9237 0.0033 0.0763 

2 With all 1 1000 00:04:49 0.0693 0.9966 0.9237 0.0033 0.0764 

3 With 0.5 1000 00:03:10 0.0433 0.9965 0.9239 0.0035 0.0761 

4 Random 1000 00:05:06 0.0433 0.9477 0.9684 0.0523 0.0316 

5 Range 

(-1/sqrt(d), 

1/sqrt(d)) 

1000 00:04:58 0.0455 0.9478 0.9683 0.0524 0.0315 

 
3. Number of Hidden Units 

 
The number of hidden units in BPNN decides the complexity of the system. To reduce 

the complexity, if few units are used then it leads to high training time and response 

time. On the contrary, the system with too many hidden units increases the complexity 

which in turn leads to high training time and response time [12] [19] [43]. We have 

implemented 
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different network architecture to find hidden layers. Experiment with single hidden 

layer BPNN architecture is shown in below table. 

Table 5.4: Performance of single hidden layer BPNN 

 

Sr. 

No 

Network MSE 

(Mean 

square 

error) 

Time 

(min) 

FNR FPR TPR TNR 

1 10_10_1 0.0456 0:28:33 0.0316 0.0523 0.9477 0.9684 

2 20_10_1 0.0274 0:35:16 0.0130 0.0308 0.9692 0.9870 

3 30_10_1 0.0388 0:42:58 0.0055 0.0409 0.9591 0.9945 

4 41_10_1 0.2284 1:13:59 0.0204 0.4724 0.5276 0.9796 

5 41_20_1 0.2102 1:21:51 0.0214 0.4738 0.5262 0.9786 

6 41_30_1 0.0664 1:28:33 0.0069 0.2058 0.7942 0.9931 

 

Experiment with two hidden layers in BPNN architecture is shown in below table. 

Table 5.5: Performance of two hidden layers BPNN 

 

Sr. 

No 

Network MSE 

(Mean square 

error) 

Time 

(min) 

FNR FPR TPR TNR 

1 10_10_10_1 0.0228 1:13:25 0.0108 0.0135 0.9865 0.9892 

2 20_10_10_1 0.0669 1:20:21 0.0106 0.4652 0.5348 0.9894 

3 30_10_10_1 0.1048 1:25:13 0.0134 0.0206 0.9794 0.9866 

4 40_10_10_1 0.0366 1:30:23 0.0200 0.2247 0.7753 0.9800 

5 41_10_10_1 0.0325 1:31:21 0.0086 0.0228 0.9772 0.9914 

6 41_20_20_1 0.0316 1:32:33 0.0123 0.0384 0.9616 0.9877 

7 41_20_30_1 0.1048 1:31:15 0.0107 0.0472 0.9528 0.9893 
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Following figure shows RMSE V/s Epochs. 
 

Best Training Performance is 0.012372 at epoch 1000 
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Figure 5.3 RMSE v/s Epochs 
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4. Overtraining and Early Stopping 
 

As per [26], during the training, weights move away from initial values towards better 

values and decreases the training error. At some point of time during training, all the 

weights set to their best values which lead to minimum error for all the learning 

samples. We have used early stopping as it decreases training time and does not have 

negative effect on accuracy of model [43]. 

 
5. Learning Samples 

 

During training the BPNN, a smaller number of samples reduces the detection rate, 

while more samples increase the complexity and training time [25] [43]. So, we have 

taken 70% of data for training the model and 30% for testing the model. 

 
6. Activation Function 

 

Neuron will be able to decide whether it should fire (activate) or not based on 

activation function. Following are activation functions. 

1. Identity function 

2. ReLU 

3. Binary step function 

4. Softplus 

5. Bipolar step function 

6. Logistic sigmoid function 

7. Hyperbolic tangent function 

8. Ramp function 

9. Softmax 

10. Selu 
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We have used ReLU for hidden layers of BPNN and Softmax for Output layers of 

BPNN after considering various activation functions for input layers, hidden layers and 

output layers of BPNN. 

 
7. Optimization of Input 

 

The input of BPNN must be in a normalized form. BPNN can perform better with the 

small values of the inputs, typically around [-1, 1] [43]. Normalized dataset decreases 

training time. 

 

8. Optimization function 
 

Optimization algorithms are responsible for reducing the losses and to provide the 

most accurate possible results. It is used in order to train the model fast. Following are 

the few examples of the optimization functions. 

1. SGD 

2. RMSProp 

3. Adagrad 

4. Adadelta 

5. Adam 

In Literature Survey, Many Researchers have shown results to use Adam as an 

optimization function. 

 

9. No. of Neurons 
 

For better training of BPNN model, we should take care for number of neurons for 

each layer. We have performed experiments to select number of neurons for BPNN. 
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Table 5.6: Performance of BPNN with different number of neurons 

 
 

Sr. 

No 

No. of 

Neurons 

MSE 

(Mean square 

error) 

Time 

(min) 

FNR FPR TPR TNR 

1. 10 0.0123 5.03 0.0022 0.0168 0.9832 0.9978 

2. 20 0.0213 5.06 0.0006 0.1094 0.8906 0.9994 

3. 30 0.0345 5.57 0.0007 0.2954 0.7046 0.9993 

4. 40 0.3480 18.52 0.0170 0.0417 0.9583 0.9830 

 

10. Cost function 

 
It is used to update weight of model. Following are the few examples of the cost 

functions: 

1. Mean square error 

2. Mean absolute error 

3. Mean absolute square error 

4. Hinge 

5. Square hinge 

We have used mean square error for training BPNN Model. 

Table 5.7 shows parameters value for BPNN training model. 
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Table 5.7: Parameters of BPNN training model 
 

Sr No. Parameter name Value 

1 Learning rate 0.01 

2 Initial weight Random within range of [-1,1] 

3 Number of hidden units 2 

4 Overtraining and early stopping criteria Early stopping 

5 Number of learning samples 70% train data 

30% test data 

6 Activation function ReLU for Hidden Layer 

Softmax for output Layer 

7 Normalization of the inputs Normalized dataset 

8 Optimization function Adam 

9 Number of neurons 22 neurons - Input layer 

10 neurons - First hidden layer 

6 neurons - Second hidden layer 

10 Cost function Root mean square error 

 

 

5.6 Advantages of BPNN 

As per previous work of [53] [43] and [102], following are the advantages of BPNN: 

1. It can be used for high speed classification. 

2. It can be used for both linear and nonlinear classification. 

3. It supports multi class classification. 
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5.7 Challenges of BPNN 

As per previous work of [53] [43] and [102], following are the current challenges of 

BPNN: 

1. It takes much training time. 

2. It suffers from local minima. 

3. Its structure is highly complex. 
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CHAPTER 6  

PROPOSED SYSTEM AND RESULTS 

 

The purpose of this chapter is to propose an IDS framework for intrusion detection on 

the cloud. First, we have applied the k mean clustering algorithm to get clusters of 

disjoint instances of the dataset. There are two reasons to do the clustering of the 

dataset. First is to get reduced sized two clusters, cluster 0 and cluster 1, later cluster 1 

which refers cluster of attack data, is classified into different types of attacks – Probe, 

R2L, U2R, and DOS using supervised machine learning method – back propagation 

neural network (BPNN). The second reason is that the proposed framework can also be 

worked for an unlabeled dataset. 

 

Two different scenarios have been implemented. In the first scenario, clusters of 

individual virtual machines of cloud have been merged before running it using BPNN. 

The reason for merging all clusters of VM is that individual cloud user can detect 

intrusion without intervention with cloud provider and in the second scenario, clusters 

are merged based on cluster label to deal with low- frequent attack data. Finally, we 

have run BPNN on the merged dataset and collected results of it. 

 

Section 6.1 gives details of the proposed IDS framework using supervised and 

unsupervised machine learning methods on the cloud platform. Section 6.2 explains the 

unsupervised machine learning method for intrusion detection using the k mean 

clustering algorithm. The key parameter of the K means algorithm is to find k – 

numbers of clusters. Section 6.3 focuses on the implementation of Elbow, Dunn, 

Silhouette, Gap-stat methods to find k optimal numbers of clusters. 
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 Section 6.4 gives a schematic diagram of supervised machine learning used for 

intrusion detection, this section is briefly described in chapter 5. For a complete view 

of the IDS framework, it is included here. Section 6.5 shows a snapshot of the cloud 

setup using open nebula.  

 

Open nebula is an open-source cloud computing platform for managing heterogeneous 

distributed data center infrastructures. We have chosen it due to its adaptable, 

extensible, interoperable properties. We have added three physical machines on the 

open nebula cloud server and create multiple VMs on it. Finally, run the IDS 

framework on it. Section 6.6 shows the results of the proposed IDS framework. 
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6.1 Proposed System 
 

Figure 6.1 shows proposed IDS based on machine learning methods on cloud platform. 

 

 

Figure 6.1: Proposed IDS Based on ML on Cloud Computing 
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Following are the steps of the proposed system: 

 
 

1. IDS remote controller resides at cloud provider. It initiates IDS module 

service and sends IDS require message to all active cloud user VMs and 

wait for the timeout period (60 sec) to receive a positive or negative 

response from cloud user VM. 

2. Active cloud user VMs receive IDS require message and check their 

capacity of physical resources as IDS requires physical resources to run. If 

cloud user VM requires IDS to run on their machine and the physical 

requirement is also satisfied, then it sends a positive reply to IDS remote 

controller. If cloud user VM is not interested to run IDS or have lack of 

physical resources, then it gives a negative response to IDS remote 

controller. 

3. Based on positive responses received from cloud user VMs, IDS remote 

controller stores details of cloud user VMs and maintain a counter of cloud 

users of IDS and launch IDS instance to them and wait for the timeout 

period to receive clusters. If none of the cloud user VM responds with 

clusters then IDS remote controller uses an unsupervised machine learning 

method and generate k set of clusters. 

4. Cloud user VM receives IDS instance and uses an unsupervised machine 

learning method to predict intrusion activity and sends k set of cluster data 

to the IDS remote controller. If Cloud user VM does not sends cluster data 

within the timeout period (60 sec) then the IDS remote controller deletes its 

information and decrease the counter of cloud users of IDS. 

5. After receiving k set of clusters, IDS remote controller merges them based 

on cloud user VM wise and labeled cluster wise. i.e. if cloud user VM1 and 

cloud user VM2 both send 2 clusters – cluster 0 and 1 to IDS remote 

controller then IDS remote controller merged data of scenario 1) Cluster 0 

and Cluster 1 of VM1, and Cluster 0 and Cluster 1 of VM2 (Merge Cluster  
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6. - VM wise), 2) Merge data of Cluster 0 of cloud user VM1 and data of 

Cluster 0 of cloud user VM2, and data of Cluster 1 of cloud user VM1 and  

data of Cluster 1 of cloud user VM2. 

7. IDS remote controller performs supervised machine learning to classify 

data as intrusion data with attack types or normal data. 

8. Based on the results, IDS remote controller sends alert to all cloud user VM 

of the IDS module. 

6.2 Unsupervised IDS 
 

Figure 6.2: Unsupervised IDS 
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Kmeans 

 
Input: Dataset of size M x N, and number of cluster k 

Output: k clusters of n objects 

 
Step 1: Initialize cluster centroid randomly. 

Step 2: Compute the distance between the data points and the cluster centroid 

by using dissimilarity measures. 

Step 3: Depending upon the minimum distance, data points are divided into k 

clusters. 

Step 4: Compute the new centroid for each of the cluster. 

Step 5: Go to Step 2 and continue this procedure until cluster label does not 

change. 

 

 

 

6.2.1 K Mean clustering algorithm 

 
Algorithm: K mean of cluster k 

 
6.2.2 Advantages of K-mean clustering method 

1. It is easy to implement and robust. 

2. It is relatively scalable and efficient in processing large data sets 

with linear time complexity. 

3. It produces tighter clusters than hierarchical clustering. 

6.2.3 Disadvantages K-mean clustering method 

 
1. It is applied only when the mean of a cluster is defined. 

2. It cannot be applied on categorical attributes. 

3. It is sensitive to the selection of the number of clusters k and initial cluster 

center. 

4. It is sensitive to noise and outlier data points. 
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We have gone through literature for finding number of the optimal cluster. The 

researcher prefers to use the Elbow method, Average Silhouette index, and gat stat 

index to find the value of the k cluster. So, we have applied these three methods to our 

intrusion dataset. 

 

6.3 Find k optimal no. of cluster 

The Problem of the clustering method is to estimate number of k distinct cluster, 

underlined by the fact that there is no exact definition of a cluster. Different researchers 

have different opinions about the number of distinct clusters. So, in finding number of 

k distinct clusters, we have implemented four methods widely used by researchers, 

collected results, and finalized the value of k for K mean clustering method. 

 

6.3.1 Elbow Method 

 

The idea of the elbow method is to run k-means clustering on the dataset for a range of 

values of k, say, k from 1 to 10, and for each value of k, calculate the sum of squared 

errors (SSE). Our goal is to pick a small value of k that actually has a low SSE. 

 

Step 1: Compute clustering algorithm e.g. k-means clustering for different values of k, 

by varying k from 1 to 10 clusters. 

Step 2: For each k, calculate the total within-cluster sum of square (wss). 

Step 3: Plot the curve of wss according to the number of clusters k. 

Step 4: The location of a bend (knee) in the plot is generally considered as an indicator 

of the appropriate number of clusters. 

 

We have applied the elbow method on our dataset. The output is shown below. 
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Figure 6.3 Elbow Method plot 
 

 

6.3.2 Silhouette Method 

 
The silhouette value is used to measure similarity of an object with its own cluster 

(cohesion) as compared to some other clusters (separation). The silhouette ranges from 

−1 to +1, where a high value indicates that the object is well matched to its own cluster 

and poorly matched to neighboring clusters. 

 

Step 1: For each data point i, let a(i) be the average dissimilarity of i with all data 

points within the same cluster. 

Step 2: Let b(i) be a lowest average dissimilarity of i to any other cluster. 

Step 3: The cluster with this lowest average dissimilarity is said to be the neighboring 

cluster of i because it is the next best fit cluster for point. 

 

              𝑆(𝑖) =
𝑏(𝑖)−𝑎(𝑖)

𝑚𝑎𝑥 {𝑎(𝑖),𝑏(𝑖)}
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             𝑆(𝑖) =

{
 
 

 
 1 −

𝑎(𝑖)

𝑏(𝑖)
        𝑖𝑓 𝑎(𝑖) < 𝑏(𝑖)

0                   𝑖𝑓 𝑎(𝑖) = 𝑏(𝑖)
𝑏(𝑖)

𝑎(𝑖)
− 1       𝑖𝑓 𝑎(𝑖) > 𝑏(𝑖)

 

 
 

6.3.3 Gap Statistic 

 

The gap statistic differentiates the total within intra-cluster variation for distinct values 

of k with their expected values under distribution of the data. The estimate of the 

optimal clusters will be value that maximizes the gap statistic (i.e that yields the largest 

gap statistic). This implies that the clustering structure is far away from the random 

uniform distribution of points. 

 
6.3.4 Dunn Index 

 
These cluster validity indices have been introduced in paper [18]. If a data set contains 

well-separated clusters, the distances among the clusters are usually large and the 

diameters of the clusters are expected to be small [44]. Therefore larger value means 

better cluster configuration. 

 
6.3.5 Implementation of Unsupervised IDS 

 

We have gone through all steps of data normalization and run K Means clustering 

algorithm with k finding methods. Following table shows results of k finding methods. 

We have run following methods for k=2 to 9 and find best value_index and finally 

decide value of cluster k based on its value_index. 
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Table 6.1 Result of cluster finding methods 

 

Sr No Method No. of clusters Value_index Value _index for k=2 to 9 

1 Dunn 2 0.208 [ 0.2080 ,0.0600 ,0.0440 , 0.0406, 
 

   0.167 , 0.0233 ,0.0227 ,0.0285 ] 

2 Silhouette 2 0.463 [0.4630 ,0.4564 ,0.3630 ,0.4194, 
 

  0.4341 ,0.4059,0.4461 ,0.4264 ] 

3 Gap-stat 2 -0.304 [ -0.3040, -0.9225, -1.4652, -1.6343 
 

  -1.8044, -2.3216, -2.2199,-2.0993 ] 

 
 

Based on the result of the Value_index of k finding methods, k=2 is chosen for the K 

mean clustering method. We have run the K mean clustering method for k=2. The 

following figure depicts the distribution of the clusters of intrusion dataset. 

 

Figure 6.4 Cluster distribution 

 

6.4 Supervised IDS 

 
We have explained supervised IDS – intrusion detection using a back propagation 

neural network in chapter 5. Figure 6.5 depicts steps of BPNN IDS. 
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Figure 6.5 Supervised IDS 
 

 

6.5 Implementation 

Open Nebula is an open-source cloud computing platform for managing heterogeneous 

distributed data center infrastructures.  
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It is a capable of managing groups of interconnected VMs with support for the Xen, KVM, 

and VMWare platforms, within data centers and private clouds that involve a large amount 

of virtual and physical servers [107]. Open Nebula can also be used to build hybrid clouds 

by interfacing with remote cloud sites. 

 

The Architecture of Open Nebula (Figure 6.6) contains various pluggable components. 

The Core module orchestrates physical servers and their hypervisors, storage nodes, 

and network. Management operations are performed through pluggable drivers, which 

interact with the APIs of hypervisors, storage and network technologies, and public 

clouds. The scheduler module is responsible for assigning pending VM requests to 

physical hosts. Administrators can choose between different scheduling objectives 

such as packing VMs in fewer hosts or keeping the load balanced [107]. 

 

 
Figure 6.6 Open Nebula high level architecture 

 
We have set up a private cloud using Open Nebula 4.12.We have added three CentOS-

6.5 x86_64 installed physical nodes to the Open Nebula server, called Open Nebula 

front end. Physical nodes are added to Open Nebula front end using SSH. A network 

connection is needed by the Open Nebula front-end to access the nodes, to manage and  
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monitor the nodes. We have used a bridge network. Finally, we have created VMs 

using Open Nebula front end on nodes. Open Nebula sunstone is installed and used for 

GUI. 

 

Screenshots of Open Nebula private clouds are shown below: 

 
 

1. Dashboard of Open Nebula Sunstone 
 

 
Figure 6.7: Dashboard of Open Nebula sunstone 
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2. Nodes in Cloud 
 

 

Figure 6.8: Nodes in Cloud 
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3. VMs in Cloud 

 

 
Figure 6.9: VM in Cloud 

 

 
We have used Java API for Open Nebula, java JSchto, and Pyone to extract information 

of active VMs and deploy unsupervised IDS on it. We have used Knowledge Discovery 

Dataset (KDD) 1999 for the IDS framework. KDD'99 dataset consists of 97277 data of 

the normal type and 396743 data of attack type. This dataset is classified into various 

attack categories like Remote-to-User (R2U), Denial of Service (DoS), Probe, and User- 

to-Root (U2R). Every record from the dataset describes one connection in from of 41 

features, they can be divided into four types, TCP connection, TCP content, statistical 

features based time, and statistical features based hosts. TCP connection features,  
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statistical features based time, statistical features are fit for network intrusion detection 

and TCP content features are fit for host IDS [51]. So,Dataset is suitable for host and 

network intrusion detection systems. The dataset contains the following number of 

attacks. 

 
Table 6.2 Attack Distribution 

 

 Attack Class Attack Type - No. of instances 

Normal Normal Connection - 97277 

DoS back - 2203 

 

land - 21 

 

Neptune - 107201 
 

Pod - 264 

 

Smurf - 280790 
 

Teardrop - 979 
 

Total: 3,91,458 

U2R buffer overflow - 30  

 

loadmodule - 9 

 

perl - 3 

 
rootkit- 10 

 
Total: 52 
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R2L 
 

ftp write – 8  

 

guess passwd - 53  

 

imap – 12 

 

multihop - 7 

 

phf – 4 

 

spy – 2 

 

warezclient – 1020 

 

warezmaster - 20 

 

Total: 1126 

 

Probe  

Satan – 1589 

 

Ipsweep- 1247 

 

Nmap- 231 

 

Portsweep – 1040 

 

Total: 4107 
 

Two clusters of the dataset have been created, normal and attack. Further the attack 

cluster is classified into four categories, DoS, Probe, U2R, and R2L using BPNN. We 

have trained BPNN using 80% of training data and tested with 20% data. 

 

6.6 Results 

 
We have executed two different scenarios on the cloud platform to evaluate the 

efficiency and the performance of the proposed intrusion detection framework. We 

have carried out tests on the KDD CUP 1999 intrusion dataset which contains 79.23% 

of DOS attacks, 19.69% of normal data, and 2% of other types of attacks (R2l, U2R,  
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and PROBE). In both the experiments, 395216 instances of records have been used as 

training data to build the training models and 98804 instances of records have been 

used for testing data. Several performance metrics have been computed such as 

accuracy, f1 score, precision, false negative, false positive and true negative rate and 

true positive rate. We have used unsupervised and supervised machine learning 

techniques. First, we have applied an unsupervised machine learning method to divide 

the dataset into two clusters (normal and attack), then we have applied a supervised 

machine learning model to classify attack cluster into four types. 
 

 

Features of the KDD CUP 1999 intrusion dataset are reduced from 41 to 22 using the 

method of toumanari [103] for better performance on size, time, and complexity 

parameters. We have normalized the dataset to reduce response time by 91 % [50]. It 

also helps to reduce the size of the dataset. K means clustering method has been used 

for unsupervised machine model. For the supervised machine learning model, a 

backpropagation neural network has been used for classifying attack types. Parameters 

of backpropagation neural networks have been optimized for improving processing 

time. 

 

True Positive Rate (TPR) / Recall: It is a measure of the proportion of positive cases 

in the data that are correctly identified. 

TPR = TP / (TP+FN) 

 
True Negative Rate (TNR): It measures the proportion of negatives cases that are 

correctly identified. 

TNR= TN / (TN+FP) 

 
 

Accuracy: It is a measure of how many correct predictions models made for the 

complete test dataset. 

Accuracy = TP+TN / (TP+TN+FP+FN) 
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Precision: It is a measure for the correctness of a positive prediction. 

Precision =TP / (TP+FP) 

 

F1 Score: An f1-score is a way to measure a model's accuracy based on recall and 

precision. 

F1 score = 2* (precision*recall) / (precision + recall) 
 

 

Experiment 1 – Scenario 1 

In the first experiment, individual clusters of each cloud user VM have been merged 

and supervised IDS is executed on it. Figure 6.9 shows training and testing accuracy 

over the iterations (epoch). Table 6.3 shows the result of clustering and classification 

methods. 

 
Figure 6.10 Result of Experiment 1: accuracy v/s epochs  
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Table 6.3 Results of Experiment 1 

Result of Unsupervised – Clustering Method 

True Positive Rate  

(%) 

True Negative 

Rate (%) 

F1 Score  

(%) 

Precision  

(%) 

Accuracy 

(%) 

99.5 98.3 96.46 93.5 98.5 

Result of supervised – Classification Method 

Types of Attacks DoS Probe R2L U2R 

Detected Accurately in % 97.9 92.4 64.8 87.5 

F1 Score (%) 98.9 87.7 82.5 58.3 

Precision (%) 99.5 92.9 77.7 88.2 

Recall 99.9 84.03 89.02 44.5 

 

 

The clustering method correctly classifies 99.5 % of normal data and 98.3 % attack 

data. 98.3% attack data is further classified into four types using the classification 

method. It detects 97.9 % of the DoS attack, 92.4% of Probe attack, 64.8% of R2L, and 

87.5% of U2R attack. 

 
Experiment 2 – Scenario 2 

In the second experiment, labeled clusters of each cloud user VM have been merged, 

and supervised IDS is executed on it. Figure 6.10 shows training and testing accuracy 

over the iterations (epoch). The result of clustering and classification methods is as 

shown table 6.4 
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Figure 6.11 Result of Experiment 2: accuracy v/s epochs 
 

Table 6.4 Results of Experiment 2 
 

Result of Unsupervised – Clustering Method 

True Positive Rate  

(%) 

True Negative Rate 

(%) 

F1 Score 

(%) 

Precision 

(%) 

Accuracy    

(%) 

97.7 98.65 96.17 94.69 98.46 

Result of supervised – Classification Method 

Types of Attacks DoS Probe R2L U2R 

Detected Accurately in % 95.9 89.4 87.5 90.2 

F1 Score (%) 97.9 44.4 60.14 63.4 

Precision (%) 97.2 87.74 95.16 79.6 

Recall 99.9 30 44.4 53 
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The clustering method correctly classifies 97.7% of normal data and 98.65% attack 

data. 98.65% of attack data is further classified into four types using classification 

methods. It detects 95.9% of the DoS attack, 89.4% of Probe attack, 87.5% of R2L, 

and 90.2% of U2R attack. We have compared our results with an existing system 

[103]. In the existing system, they have classified attack types using the k mean 

clustering method. The result is as shown below. 

Table 6.5 Results of Existing System 
 

Result of Existing system : Types of Attack – Detected accurately in % 

Normal % DoS % Probe (%) R2L (%) U2R (%) 

99.4 97.59 65.61 90.70 60.55 

 

 

Experiment 3 – Scenario 3 

In the third experiment, we have simulated attack from one VM to another VM of 

private cloud. We have used hping3 – penetration testing tool to attack VM. Figure 

6.11 shows how to make an attack using hping3. Following the hping3 command sends 

10000 packets, each of 120 bytes with a window size of 64 bits without showing 

replies to the target VM. 

Figure 6.12: Attack on VM 
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We have used the following different options of hping3 to make DoS attack. We have 

executed following attack.sh on target VM. 

 

 

 

Figure 6.13: Attacks using hping3 

 
Following figure shows snippet of attacks using hping3. 

 

 

Figure 6.14: Snippet of attacks using hping3 
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tcpdump –i eth0 -w dample.pcap 

 

tshark.exe –T fields –e ip.proto –e tcp.flags.ack –e tcp.flags.ecn –e tcp.flags.fin –e 

tcp.flags.cwr – e tcp.flags.ns –e tcp.flags.push –e tcp.flags.reset –w tcp.flags.syn –e 

tcp.flags.urg –e ip.dst –e ip.src –e ip.fragments –e ip.proto –e ip.tos –e frame.cap_len –

e frame.number –e frame.time –r -r dample.pcap -E header=y -E separator=, -E 

quote=d - E occurrence=f > sample.csv 

 

 

We have used the tcpdump command to capture packets of target VM and also save it 

in pcap file format. 

 

 

We have used tshark – terminal based Wireshark to extract packet information and 

save it in .csv file. Similarly, we have captured packets of normal connection of target 

VM using tcpdump, extracted packet information using tshark and save it in .csv file. 

 

 
 

Finally, we have merged attack data with normal connection data of csv files. The 

merged dataset contains 44.98 % of normal data and 55% of attack data. K-means 

clustering method is applied to it to make two clusters, normal and attack. Result of 

clustering method is shown in Table 6.6. Finally, we have executed supervised 

backpropagation neural network model on cluster data. 

80% instances of have been used for training model of the proposed IDS framework, 

and 20% instances of records have been used for the testing data. Table 6.6 shows the 

result of the proposed system for VM attack. The proposed system detects 70 % of 

attacks and 85% of normal connections. 
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Table 6.6 Results of Proposed system for VM attack 

 

Result of Unsupervised – Clustering Method 

True Positive 

Rate % 

True Negative 

Rate % 

F1 Score 

(%) 

Precision 

(%) 

Accuracy 

(%) 

85 93.24 87.14 81.78 87.61 

Result of supervised – Classification Method 

Detected Accurately in % F1 Score 

(%) 

Precision 

(%) 

Recall 

(%) 
DoS Normal 

70 85 76.6 69.8 84.99 

 

 
The clustering method correctly classifies 85% of normal data and 93.24% attack data. 

93.24% attack data is further classified into two types using supervised back 

propagation neural network. It detects 70% of the DoS attack, 85% of normal data. 
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CHAPTER 7 

CONCLUSION AND FUTURE 

ENHANCEMENTS 

 
This chapter gives an idea of complete research work. This research work is carried out 

to design and develop an intrusion detection framework using machine learning 

techniques on a cloud platform. 

 

7.1 Conclusion 

 
In this thesis work, a machine learning based intrusion detection system (IDS) has been 

designed and developed for distinguishing normal and the intrusive events. The major 

contributions of this research work are the proposal of a hybrid framework of 

unsupervised and supervised machine learning methods for effective intrusion 

detection on the cloud platform, the detection techniques for a network and/or host 

intrusion detection system that use clustering and classification methods to enhance the 

performance of IDS. The performance of the proposed IDS framework has been  

evaluated in terms of detection rate, precision, F1 score, recall, and false-positive rate. 

The KDD CUP 1999 dataset has been used to test the proposed IDS framework. 

 
This model combines supervised and unsupervised learning methods for intrusion 

detection. Thus it reduces false alarm generated by a single machine learning method. 

Two stages sequentially deployment of clustering and classification of the IDS model 

is time and resource-conserving. 
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Various machine learning techniques are surveyed using experiments before the 

construction of a supervised and unsupervised model. Supervised techniques like 

decision tree, naive bayes, neural network, nearest neighbor are surveyed for their 

applicability in intrusion detection. We present a systematic analysis of several steps 

involved in clustering and classification methods. To reduce the response time, we 

used feature reductions, normalization, and parameter optimization. 

 
The model is implemented in two phases, in the first phase the model uses a clustering 

method for reducing the size of the data and response time while in the second phase. 

the model is implemented for bifurcating the attack types and detecting the multiclass 

attack. Making clusters from a dataset reduces the amount of training time for the 

supervised learning method. Cloud providers and cloud users participate in proposed 

IDS so, it reduces the risk of a single point of failure. In case of failure of VM, IDS 

remote controller can detect intrusive event. We verified the applicability of the 

proposed IDS framework using the KDD CUP 1999 dataset. We also generated a 

database for various types of DoS attacks using hping3 and run it on the proposed IDS 

framework to detect it. 

 
The proposed IDS framework provides flexibility to cloud user VM for deploying IDS 

on their systems. It also considers the physical resources of the cloud user VM before 

deploying the IDS on it as there is no point in deploying IDS on cloud user VM which 

does not have enough physical resources. The proposed system also reduces the 

overhead of keeping whole IDS on VMs. 

 
We have implemented three different scenarios to detect intrusion on cloud platforms. 

In which the second scenario detects low frequent attacks more accurately than the first 

scenario, while the first scenario detects DoS and Probe attacks more accurately than 

the second scenario. Both scenarios detect normal data above 97%. In the third 

scenario, we have simulated an attack using hping3 and collected attack and normal 

data. 
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Further we have executed it on proposed system. The proposed system improves 

accuracy in detecting probe and U2R attacks by 20% than the existing system. The 

proposed system also improves the detection rate of normal and DoS attacks by 0.1 %. 

 

7.2 Merit of Proposed System 

 
1. It provides flexibility to cloud user VM for deploying IDS. 

2. It does not require IDS instances on every VM. 

3. It uses supervised and unsupervised learning methods for intrusion detection. 

So, it reduces false alarm generated by a single machine learning method. 

4. Cloud providers and cloud users participate in proposed IDS. So, it reduces the 

risk of a single point of failure. 

5. It reduces the overhead of keeping the whole IDS on VM. 

 
 

7.3 Demerit of Proposed System 

 

1. It does not detect hypervisor attacks. 

2. It is not suitable for encrypted network traffic. 

 

7.4 Future Enhancement 

 

The proposed framework can be further enhanced in the following directions: 

1. Detecting more varieties of multiclass attacks. 

2. Developing a system that may be capable of detecting distributed attacks. 

3. IDS can be extended as an intrusion prevention system. 
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